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Google Professional ChromeOS Administrator Exam 32 &8 ChromeOS-

Administrator 75 & (Q77-Q82):

HE#77
‘What should an administrator do to view the number and type of ChromeOS upgrades purchased and in use by their domain?

A. Contact partner to verify
B. Check subscriptions in billing
C. Check reports page for upgrades

D. Verify upgrades on devices page
E&: B

A :

To view the number and type of ChromeOS upgrades purchased and in use, administrators should check the

"Subscriptions" section in the billing area of the Google Admin console. This section provides a clear overview of the organization's
ChromeOS upgrade subscriptions and usage.

Other options are incorrectbecause they don't directly provide information about ChromeOS upgrade subscriptions:

* Option A (Verify upgrades on devices page):Shows upgrades on individual devices, not the overall purchase and usage.

* Option C (Contact partner to verify):Unnecessary if the information is readily available in the Admin console.

* Option D (Check reports page for upgrades):Might provide some usage data, but not the purchase details.

HP#78
A ChromeOS Administrator has deployed ChromeOS devices in their organization. How can the company evaluate the
compatibility with future updates following Google's best practices while still gaining access to new features when they launch?

¢ A Enable "Auto Updates" on all devices on the 'Stable channel*, but let the employees in the IT departiment run their devices
on the "Beta channel* so they have time to evaluate and adapt the environment to each update before it reaches Stable

e B. Set the entire fleet to update in accordance with the "Long-term Support (LTS) channel"

e C. Set 5% of the organization across several departments on the 'Beta channel"l, and configure the rest of the fleet to receive
auto updates on the "Stable channel

e D. Disable "Auto Updates" on all devices and let the admin test the newest release on the "Stable channel" on their own
device before rolling it out organization-wide

EfE: A

fiR .-

This approach balances access to new features with controlled testing, Here's how it works:

* Stable Channel: Most devices receive automatic updates on the Stable channel, ensuring security and stability for the majority of
users.

* Beta Channel: IT staff use the Beta channel to access updates earlier, allowing them to identify and address potential issues before
they affect the entire organization.

* Evaluation and Adaptation: IT staff can test compatibility, adjust configurations, and prepare for broader deployment based on
their experience with the Beta channel.

Option B 1s incorrect because disabling auto-updates compromises security and delays access to new features.

Option C is incorrect because while a small beta group is useful, it might not be enough to cover all potential issues.

Option D is incorrect because the LTS channel focuses on stability, not early access to new features.

R #79

Your custorer is deploying ChromeOS devices in their environment and requires those ChromeOS devices to adhere to web
filtering via TLS (or SSL) inspection. What recommendations should you make to your customer in setting up the requirements for
ChromeOS devices?

e A. ChromeOS devices are preconfigured to adhere to company TLS (or SSL) inspection by default
e B. Configure a hostname allowlist, set up a TLS (or SSL) certificate, then verify TLS (or SSL) inspection is working



¢ (. Reach out to Google Workspace Security and Compliance for tailored configurations
¢ D. Configure a transparent proxy, set up your allowlist to use 'google.com, then verify TLS (or SSL) inspection is working

IEf#: B

R -

To enable web filtering with TLS (or SSL) inspection on ChromeOS devices, configure ahostname allowlist and set up aTLS (or
SSL) certificate. Verifying that TLS inspection is working ensures that HTTPS traffic can be inspected without causing certificate
errors.

Verified Answer from Official Source:

The correct answer is verified from theGoogle ChromeOS Security Configuration Guide, which advises configuring hostnames and
certificates to enable secure web filtering,

"To perform SSL inspection on ChromeOS devices, configure a hostname allowlist and install the necessary SSL certificates. Verify
that the inspection is functioning correctly." Without proper configuration, SSL inspection can lead to certificate errors or blocked
traffic. Setting up the allowlist and certificates correctly is crucial for maintaining secure and compliant web access.

Objectives:

* Tmplement secure web filtering on ChromeOS.

* Configure TLS inspection to prevent certificate issues.

HM #80
Your organization has automatic ChromeOS updates implemented. Your CTO would like to review the documentation on what

changes each new version has. How would you assist your CTO in accomplishing this goal?

¢ A. Have your CTO start a Google Chrome Support ticket

¢ B. Open Chrome and enter chrome //updates in the address bar

e (. Search YouTube for Chrome Update stories

¢ D. Direct your CTO to the "Chrome Release Notes Support' page

Ef#: D

fEL:

The "Chrome Release Notes Support" page is the official resource for detailed information about new features, security updates, and
bug fixes in each ChromeOS version. It's specifically designed to keep administrators and users informed about changes.

Why other options are incorrect:

* A (Support ticket):While Google support can help, it's not the most efficient way to access release notes.

* B (YouTube):Unofficial sources may not be accurate or conmplete.

* C (chrome//updates):This only shows the update status of the browser, not detailed release notes.

To assist your CTO in reviewing the documentation on changes each new version of ChromeOS has, you should direct them to the
official Chrome Release Notes page. Here's how you can guide them:

* Open a web browser and navigate to the official Chrome Releases blog.

* On this page, you can find detailed release notes for each new version of ChromeOS. These notes include information on new
features, security updates, bug fixes, and more.

* The release notes are categorized by channel (Stable, Beta, Dev) and provide a comprehensive overview of what has changed in
each update.

* For example, the Stable Channel Update for ChromeOS / ChromeOS Flex provides details on the latest stable version updates].

I #81
Which site isolation policy will enable site isolation for your entire organization?

A. IsolateOfigins
B. IsolatePerProcess

C. SiteOrigins
D. SitePerProcess

IEf#: D

A -
The SitePerProcess policy enables site isolation for the entire organization. This means that each website opened in Chrome will run
in its own dedicated process, improving security and stability by isolating potential vulnerabilities and preventing one compromised



site from affecting others.

Option B (IsolateOrigins) and Option D (SiteOrigins) are not valid policy names.

Option C (IsolatePerProcess) is close but not the exact name of the policy.

References:

* Site Isolation in Google Chrome: https2//www.chromium org/Home/chromium-security/site-isolation/
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