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¢ FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat
Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers

e 71 creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.

e FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Autormation

Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
ey 72 event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

¢ Conditions and Remediation: This section measures the skills of Incident Responders and SOAR

Specialists in remediating security incidents. It includes configuring manual and automated remediation
bEY 73 workflows, ntegrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance
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¢ Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing

¢ managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.
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Manually remediating incidents in FortiSIEM is beneficial when:

A. There is no internet connection?

B. The FortiSIEM software is due for an update?

C. Incidents occur outside business hours?

D. An incident is unique or complex and requires human judgment?

IEf#: D

B #21
How do customers connect to a shared nuilti-tenant instance on FortiSOAR?

e A. The MSSP nust install a Secure Message Exchange node to connect to the customer’s shared multi- tenant instance.

e B. The customer must install a tenant node to connect to the MSSP shared multi-tenant instance.

e C. The MSSP nust install an agent node on the customer's network to connect to the customer's shared muilti-tenant instance.
e D. The MSSP nwst provide secure network connectivity between the FortiSOAR manager node and the custormer devices.

IEf#: D

R

In a multi-tenant FortiSOAR deployment, a Managed Security Service Provider (MSSP) hosts a shared FortiSOAR instance that
serves multiple customers. Each customer operates as a separate tenant within the instance, ensuring data isolation and security.
FortiSOAR uses secure network connectivity (VPNs, direct connections, or secure tunnels) between the MSSP's FortiSOAR
manager node and the customer's devices.

The customer does not need to install additional software or tenant nodes; instead, the MSSP manages muilti- tenancy at the platform
level.

B #22
Refer to the exhibit.
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Why is the windows device still in the CMDB, even though the administrator uninstalled the windows agent?

e A. The device must be deleted from backend of FortiSIEM
¢ B. The device has performance jobs assigned
e C. The device must be deleted manually from the CMDB
e D. The device was not uninstalled properly
IEf#: B
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The profile database contains CPU utilization values from day one. At midnight on the second day, the CPU utilization values from
the daily database will be merged with the profile database.

In the profile database, in the Hour of Day column where 9 is the value, what will be the updated minimum, maximum, and average
CPU utilization values?

A. Min CPU Uti=32.31, Max CPU UtiE=32.31 and AVG CPU Uti=32.31
B. Min CPU UtiE=32.31, Max CPU UtiE=33.50 and AVG CPU UtiE32.67
C. Min CPU Uti=33.50, Max CPU Uti=33.50 and AVG CPU Uti=33.50
D. Min CPU Uti=32.31, Max CPU Uti=33.50 and AVG CPU Uti=33.50
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HA #24
If an unusual spike in network traffic is detected, which tool would be most effective in automating a response action?

A. FortiAntivirus?
B. FortiSOAR?
C. FortiStorage?
D. FortiUser?

Ef#: B
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