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e Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security
Admmistrator and explains how to deploy and manage FortiMail in different operation modes. It includes

bEY 71 configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts

as a gateway to filter email traffic without altering the existing mail infrastructure.

¢ Emnail Security: This section of the exam measures skills of a Network Security Administrator and deals

with implementing security controls to filter and manage emnail threats. Candidates must configure session-
bEY 72 based filtering, spam detection methods, malware protection, APT mitigation, and content filtering. The
section also includes email archiving configurations for compliance and storage.
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¢ Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the

implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
bEY 73 based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

¢ Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Admmistrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing mitial configurations such as selecting operation mode, system settings, and defining
protected domains. It also involves deploying FortiMail in high-availability clusters to ensure service
continuity.

fEY 74

¢ FEmail Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer

and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
FEY 25 authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.
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Access Control Rule
Access Control Rule

Status ©
Sender User Defined

Recipient User Defined

Source iP{Netr.hask
20.0.0/0
Reverse DNSPatlern -

Authentication status  Any
TLS profile
Action

Comment

Refer to the exhibits, which show a topology diagram (Topology) and a configurationelement (Access Control Rule.) An
admmnistrator wants to configure an access receive rule to matchauthentication status on FML~1 for all outbound email from the
example. co- domain,

Which two access receive rule settings must the administrator configure? (Choose two.)

A. A'TLS profile must be configured and applied.

B. The Sender IP/netmask must be set to 10.29.1.0/24.
C. The Authentication status must be set to Authenticated
D. The Recipient pattern nust be set to *@exanple. com

FE: C. D

B #35

An organization has different groups of users with different needs in email fimctionality, such as address book access, mobile device
access, email retention periods, and disk quotas.

Which FortiMail feature specific to server mode can be used to accomplish this?

A. Domain-level service settings
B. Email group profiles

C. Access profiles

D. Resource profiles

IEf#: D

fEEL:

In FortiMail's server mode, Resource Profiles let you group mailboxes by things like disk-quota limits and message-retention
periods, while corresponding Access Profiles control services such as address-book and mobile (ActiveSync) access. By defining
different resource profiles for each user class, you can give each group its own quota and retention settings (and pair them with
matching access profiles for service access).
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Refer to the exhibit, which shows the output of an email transmission using a telnet session.

220 mx.internal.lab ESMTP Smtpd

EHLO 10.0.1.10

| 250-mx.internal.lab Hello [10.0.1.10]

1 250-SI1ZE 10485760

250-DSN

250-AUTH LOGIN PLAIN DIGEST-MD5 CRAM-MDS5
MAIL FROM: <exluserfexternal.lab> w
!250 2.1.0 <extuserfexternal.lab>.. ‘:’

RCPT TO: <userl@internal.lab>

250 2.1.5 <userl@intern ﬁ:‘ ecipient ok
| DATA

1354 Enter mail, ." on a line by itself
From: thnrnd <extuserfexternal.lab>
To: Mail <UJer1@1nLcrﬁd] lab>

| Date: Q 2024 12:24:54 +0100

Sub]ect 110, World!

The quick brown fox jumped over the lazy dog.

-

| 250 Message accepted for delivery

lQuIT 2z
221 mx.internal.lab cloqmg conne th-hHTInE

| - —————a ——— — - - - — - -

‘What are two correct observations about this SMTP session? (Choose two.)

A. The "Subject" is part of the message header.

B. The SMTP envelope addresses are different from the message header addresses.
C. The'"220 mx. internal, lab ESMTPSmitpd" message is part of the SMTP banner.
D. The "250Message accepted for delivery" message is part ofthe message body.

Eﬁ: A\ C

HE #37
A mail user wants the ability to subscribe or publish to and from their FortiMail calendar using Thunderbird as their mail user agent
(MUA). What nformation does this mail user need from their webmail User Preferences section?

® A Message tags

¢ B. Service URLs

e C. Free busy URL

¢ D. Secondary account configurations

Ef#: D

B #38
Which SMTP command lists the supported SMTP service extensions of the recipient MTA?



Ef#:
R -

A. HELO
B. DATA
C. EHLO
D. VRFY

C

The EHLO command (Extended HELO) prompts the recipient MTA to respond with a list of all supported SMTP service
extensions, enabling the sender to use features like SMTP authentication, pipelining, and STARTTLS.
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