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Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q67-Q72):
NEW QUESTION # 67 
What solution should a Portworx administrator use to store snapshots of a critical application volume in an Object Store?

A. Cloud Snapshot
B. Local Snapshot
C. Backups

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Cloud Snapshots are designed to store snapshots of critical application volumes directly into an external Object Store such as
Amazon S3 or other S3-compatible storage. This solution provides offsite durability, disaster recovery capability, and long-term
retention beyond the cluster's local storage capacity. Cloud Snapshots allow administrators to create consistent, incremental
snapshots that are efficiently uploaded to cloud storage, enabling protection against data loss scenarios such as cluster failure or site
outages. This contrasts with Local Snapshots, which remain on the cluster's local storage, and Backups, which may refer to full data
copies. The Portworx documentation explains Cloud Snapshots as the recommended approach for storing critical volume snapshots
securely and durably offsite, supporting business continuity strategies【Pure Storage Portworx Cloud Snapshot Guide source】.

NEW QUESTION # 68 
An administrator wants to check the size, availability, and usage of all pools in the cluster.
Which command should the administrator use?

A. kubectl get storagecluster
B. pxctl service pool show
C. pxctl cluster provision-status

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To view detailed information about storage pools in a Portworx cluster-including size, availability, usage, and health-administrators
should use the command pxctl service pool show. This CLI command provides a comprehensive overview of all storage pools
configured on cluster nodes, including pool IDs, device names, pool sizes, free space, and status. It helps administrators monitor
resource utilization, detect degraded pools, and plan capacity expansions. While kubectl get storagecluster shows the overall cluster
CRD status and pxctl cluster provision-status shows provisioning status, neither provides detailed pool-level insights. Portworx's
operational documentation recommends pxctl service pool show as the definitive command for monitoring pool resources and
ensuring storage health across the cluster【Pure Storage Portworx CLI Guide source】.

NEW QUESTION # 69 
What configuration steps should a Portworx Administrator perform to ensure that Portworx can use the S3 Object Store using a
custom/3rd party (not signed by public CA) certificate?

A. Create a secret containing the certificate and run pxctl certificate import command.
B. No additional configuration is necessary.
C. Create a Kubernetes secret containing the certificate and reference it in the storagecluster via env variable.
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Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
When integrating Portworx with an S3 Object Store secured by a custom or third-party certificate that is not signed by a public
Certificate Authority (CA), administrators must manually provide the relevant CA certificate to Portworx. This involves creating a
Kubernetes secret that contains the custom CA certificate and referencing this secret in the StorageCluster manifest through
environment variables. This allows Portworx components to trust the certificate during TLS handshake with the S3 endpoint,
avoiding connection failures due to untrusted certificates. Without this step, Portworx cannot securely communicate with the object
store. The Portworx security and installation documentation highlights this practice as essential for secure Object Store integration in
private or regulated environments where internal or custom PKIs are used【Pure Storage Portworx Security Guide source】.

NEW QUESTION # 70 
Portworx uses secrets to authenticate Kubernetes to the Portworx system.
When using the shared authentication method, where is that secret stored?

A. In the 'default' namespace
B. In the namespace that runs the application that needs to provision the storage resources
C. In the same namespace as the Portworx installation

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
When using shared authentication in Portworx, the Kubernetes secret that contains the authentication token or credentials is stored in
the same namespace where the application requesting storage resides. This placement ensures that the application pods have access
to the secret needed to authenticate to Portworx for volume provisioning and management. It enables a security boundary aligned
with Kubernetes namespaces, restricting credentials to the scope of the application. Storing the secret in the default namespace or
the Portworx installation namespace would be less secure or less flexible in multi-tenant clusters. Portworx authentication
documentation highlights this design for efficient, secure access management in Kubernetes environments【Pure Storage Portworx
Security Guide source】.

NEW QUESTION # 71 
What is a key benefit of using on-demand snapshots in a Kubernetes environment with Portworx?

A. They automatically scale storage capacity.
B. They provide immediate data recovery options without stopping applications.
C. They require no additional configuration after the initial setup.

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
On-demand snapshots in Portworx allow administrators and applications to create point-in-time copies of volumes instantly without
requiring downtime or interrupting running workloads. This capability is critical in Kubernetes environments where high availability
and continuous operation are mandatory. Snapshots capture the exact state of data at a moment, enabling rapid recovery from
accidental deletion, corruption, or ransomware attacks. Since these snapshots are created live, applications continue to run
seamlessly, ensuring minimal impact on user experience. Portworx's snapshot technology uses efficient -on-write mechanisms, which
also minimize storage overhead. Official Portworx documentation emphasizes that on-demand snapshots enhance data protection
strategies by enabling quick backups and restores without requiring maintenance windows or complex scheduling【Pure Storage
Portworx Snapshot Guide source】.

NEW QUESTION # 72
......
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