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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q27-Q32):
NEW QUESTION # 27 
Drag and drop the cloud characteristic from the left onto the challenges presented for gathering evidence on the right.

Answer:

Explanation:

NEW QUESTION # 28 
A security team detected an above-average amount of inbound tcp/135 connection attempts from unidentified senders. The security
team is responding based on their incident response playbook. Which two elements are part of the eradication phase for this
incident? (Choose two.)
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A. enterprise block listing solution
B. intrusion prevention system
C. anti-malware software
D. data and workload isolation
E. centralized user management

Answer: B,E

Explanation:
The eradication phase in incident response involveseliminating the root cause of the incidentand strengthening defenses to prevent
reoccurrence. In this case:
* Intrusion Prevention System (D): Adding new rules to the IPS to detect and block malicious activity on TCP/135 is a direct
eradication step to remove the threat's entry point and prevent future attacks.
* Centralized User Management (C): Hardening user accounts, removing unnecessary permissions, and applying tighter
authentication/authorization measures helps eliminate the possibility that threat actors could exploit weak or mismanaged accounts to
continue accessing the system.
Althoughanti-malware software (A)andenterprise block listing (E)are valuable, themost direct eradication stepshere specifically
involve managing network access (via IPS) and strengthening user controls (via centralized user management), especially when
TCP/135 (MSRPC endpoint mapper) can be used to enumerate services and potentially access vulnerable endpoints remotely.
This aligns with best practices outlined in incident response frameworks (such as the NIST SP 800-61 and referenced resources),
which emphasizeclosing the exploited entry points(in this case, TCP/135) and removing any lingering access pointsthrough user
management and network control enhancements.
Reference:
CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter: Understanding the Incident Response Process, Eradication
Phase, page 105-106.
External Reference: "The Core Phases of Incident Response - Remediation," Cipher blog [1].
External Reference: "Service Overview and Network Port Requirements," Microsoft documentation [2].

NEW QUESTION # 29 
A security team is discussing lessons learned and suggesting process changes after a security breach incident. During the incident,
members of the security team failed to report the abnormal system activity due to a high project workload. Additionally, when the
incident was identified, the response took six hours due to management being unavailable to provide the approvals needed. Which
two steps will prevent these issues from occurring in the future? (Choose two.)

A. Introduce a priority rating for incident response workloads.
B. Conduct a risk audit of the incident response workflow.
C. Provide phishing awareness training for the fill security team.
D. Create an executive team delegation plan.
E. Automate security alert timeframes with escalation triggers.

Answer: A,E

NEW QUESTION # 30 
Refer to the exhibit.
What is occurring?

A. RDP is used to move laterally to systems within the victim environment.
B. Malware is modifying the registry keys.
C. The threat actor creates persistence by creating a repeatable task.
D. Obfuscated scripts are getting executed on the victim machine.

Answer: C

Explanation:
The command in the image uses schtasks /create with the ONLOGON schedule and System user context to execute test.exe. This is
a well-documented persistence technique, where an attacker ensures that a malicious executable is launched automatically at each
system logon. This kind of scheduled task creation aligns with persistence techniques in the MITRE ATT&CK framework (T1053).
-



NEW QUESTION # 31 
A malware outbreak revealed that a firewall was misconfigured, allowing external access to the SharePoint server. What should the
security team do next?

A. Harden the SharePoint server
B. Disable external IP communications on all firewalls
C. Scan for and fix vulnerabilities on the firewall and server
D. Review and update all firewall rules and the network security policy

Answer: D

Explanation:
The incident stems from a policy-level issue rather than a technical vulnerability. According to incident response best practices, the
priority should be to review and update firewall rules and ensure that the network security policy aligns with the principle of least
privilege and correct access segmentation.

NEW QUESTION # 32
......
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