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e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
=R 1 policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,

dynamic VLAN, and VLAN pooling,

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
=2 authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
=X 3 implementing zero-touch provisioning, configuring VLAN:Ss, ports, and trunks, and setting up FortiExtender
and FortiAP devices.
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¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
=X 4 FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.
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HEE #20

Which steps can help restore commumication between FortiGate and a FortiSwitch?
(Choose two)

Response:

A. Restart FortiSwitch's SNMP agent
B. Set switch role to "Root Bridge"

C. Verify DHCP Option 138

D. Check FortiLink mterface status
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HAE #21
‘Which authentication method can be used on FortiAuthenticator to implement certificate-based authentication?
Response:

A. LDAP authentication
B. EAP-TLS

C.PAP

D. RADIUS only
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EE #22

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate successfully detects and
authorizes them. However, the APs remain unmanaged because FortiGate is unable to establish a CAPWAP tunnel with them.
‘What configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel over the IPsec connection?

A. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

B. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.

C. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.
D. Configure a static route on FortiGate to reach the APs over the IPsec tunnel.

HeE. C

Y.

When FortiAPs connect to FortiGate overIPsec tunnels, this is treated similarly to WAN/MPLS deployments.

In these scenarios, FortiGate must know that CAPWAP must traverse anon-1.2transport.

FortiAP profiles include:

set mpls-connection enable

This setting is required so that:

* FortiGate can encapsulate CAPWAP inside the transport tunnel

* Remote FortiAPs can establish CAPWAP even when behind routed/IPsec networks Without this option, the FortiGate detects
the AP butcannot bring CAPWAP UP, leaving the AP in

"discovered/unauthorized" or "offline" state.

Why others are wrong

* A. Static route# Discovery already succeeds, so routing is not the issue.

* C. Reduce MTU# Sometimes useful for [Psec, but not required for CAPWAP establishment.

* D. Firmware upgrade# Firmware mismatch would show "Managed (upgrade required),” not CAPWAP tunnel failure.



Therefore,set mpls-connection enableis the required fix.

EE #23
Refer to the exhibits.

FortiGate RSSO configuration
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Connector Settings

Name RSSO Agent
Use RADIUS Shared Secret @D  sesssses

Send RADIUS Ressantes @)
FortiGate RSSO Group

Edit User Group

Name RSSOGroup

Type RADIUS Single Sign-On (RSSO)
RADIUS Attribute Value @) Users
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FortiGate interface configuration

Edit interface

Name M portd
Alias
Type B Prwsical interface

w0 ® [0 =RTINET,

Role @ Undefined o

Address

Addressing mode EEN 0HcP  Auto managed by IPAM
1P/Netmask 10.0.1.254/255.255.255.0
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Administrative Access

P4 & HTTPS & HTTP G PING
FMG-Acciss SEH SNMP
L FT™ 3 RADIUS Accounting Security Fabric

~ Connection @

Speed Test

RSSO authentication has been configured on FortiGate. Port3 has been enabled to receive RADIUS accounting messages. Internet
access is available through portl. FortiGate is successfully handling incoming RADIUS accounting messages, ensuring that RSSO
users are correctly mapped to the RSSO Group user group. The admnistrator realized that internet access is open to all users and
ains to enforce access restrictions, ensuring that onty RSSO users are permitted to have internet access. Which configuration change
should the admnistrator apply to address this issue? Response:

e A. Configure a local user group and manually add users to enforce authentication-based restrictions.



¢ B. Modify the firewall policy and add RSSO Group as a Source.

¢ (. Change the RADIUS attribute value setting to match the name of the RADIUS attribute containing the group membership
mformation of the RSSO users.

¢ D. Create a second firewall policy from port3 to portl, and select the target destination subnets.

He: B

EE #24

A network administrator wants a newly deployed FortiGate to automatically discover its FortiManager without manual configuration.
Which of'the following must be correctly configured for this process to work?

Response:

A. The FortiGate interface must be set to receive an IP address over DHCP.

B. The DHCP server must provide a valid default gateway to reach FortiManager.

C. The DHCP server must include Option 240 or Option 241 i its lease offers.

D. FortiGate interface administrative access must have enabled Security Fabric Connection.
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