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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q519-Q524):
NEW QUESTION # 519 
A security engineer must add destinations into a destination list in Cisco Umbrella. What describes the application of these changes?

A. The destination list must be removed from the policy before changes are made to It.
B. The user role of Block Page Bypass or higher is needed to perform these changes.
C. The changes are applied immediately it the destination list is part or a policy.
D. The changes are applied only after the configuration is saved in Cisco Umbrella.

Answer: C

Explanation:

https://drive.google.com/open?id=17gFMKZlekLmWjw-pQvJhRCyqTqA9MYFG
https://www.practicevce.com/Cisco/350-701-practice-exam-dumps.html
https://www.dumpsquestion.com/350-701-exam-dumps-collection.html
https://www.itdumpsfree.com/350-701-exam-passed.html
https://www.troytecdumps.com/350-701-troytec-exam-dumps.html


A destination list is a list of internet destinations: domains, URLs, and CIDRs. To control identity access to specific destinations, you
can add destination lists to Umbrella and then select them when configuring your Web and DNS policies12. When you add or edit a
destination list, the changes are applied immediately if the destination list is part of a policy3. This means that any identities that are
associated with the policy will be affected by the changes in the destination list. You do not need to save the configuration or remove
the destination list from the policy to apply the changes. However, you do need to have the appropriate user role to manage
destination lists. The user role of Block Page Bypass or higher is needed to perform these changes4. References :=
* Manage Destination Lists - Umbrella User Guide
* Manage Destination Lists - Umbrella SIG User Guide
* Add a Destination List - Umbrella User Guide
* Add a DNS Destination List - Umbrella SIG User Guide

NEW QUESTION # 520 
An organization is implementing URL blocking using Cisco Umbrella. The users are able to go to some sites but other sites are not
accessible due to an error. Why is the error occurring?

A. Client computers do not have an SSL certificate deployed from an internal CA server.
B. IP-Layer Enforcement is not configured.
C. Client computers do not have the Cisco Umbrella Root CA certificate installed.
D. Intelligent proxy and SSL decryption is disabled in the policy

Answer: C

Explanation:
Explanation:
Other features are dependent on SSL Decryption functionality, which requires the Cisco Umbrella root certificate. Having the SSL
Decryption feature improves:
Custom URL Blocking-Required to block the HTTPS version of a URL.
...
Umbrella's Block Page and Block Page Bypass features present an SSL certificate to browsers that make connections to HTTPS
sites. This SSL certificate matches the requested site but will be signed by the Cisco Umbrella certificate authority (CA). If the CA is
not trusted by your browser, an error page may be displayed.
Typical errors include "The security certificate presented by this website was not issued by a trusted certificate authority" (Internet
Explorer), "The site's security certificate is not trusted!" (Google Chrome) or
"This
Connection is Untrusted" (Mozilla Firefox). Although the error page is expected, the message displayed can be confusing and you
may wish to prevent it from appearing.
To avoid these error pages, install the Cisco Umbrella root certificate into your browser or the browsers of your users-if you're a
network admin.
Reference: https://docs.umbrella.com/deployment-umbrella/docs/rebrand-cisco-certificate-import-information

NEW QUESTION # 521 
Which two services must remain as on-premises equipment when a hybrid email solution is deployed?
(Choose two)

A. antivirus
B. DDoS
C. DLP
D. antispam
E. encryption

Answer: C,E

Explanation:
Reference:
https://www.cisco.com/c/dam/en/us/td/docs/security/ces/overview_guide/Cisco_Cloud_Hybrid_Email_Security_

NEW QUESTION # 522 



Drag and drop the deployment models from the left onto the explanations on the right.

Answer:

Explanation:

NEW QUESTION # 523 
Due to a traffic storm on the network, two interfaces were error-disabled, and both interfaces sent SNMP traps.
Which two actions must be taken to ensure that interfaces are put back into service? (Choose two)

A. Have Cisco Prime Infrastructure issue an SNMP set command to re-enable the ports after the preconfigured interval.
B. Ensure that interfaces are configured with the error-disable detection and recovery feature
C. Use EEM to have the ports return to service automatically in less than 300 seconds.
D. Enter the shutdown and no shutdown commands on the interfaces.
E. Enable the snmp-server enable traps command and wait 300 seconds

Answer: B,D

Explanation:
Explanation:
You can also bring up the port by using these commands:
+ The "shutdown" interface configuration command followed by the "no shutdown" interface configuration command restarts the
disabled port.
+ The "errdisable recovery cause ..." global configuration command enables the timer to automatically recover error-disabled state,



and the "errdisable recovery interval interval" global configuration command specifies the time to recover error-disabled state.

NEW QUESTION # 524
......
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