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최신 CompTIA SecAI+ CY0-001 무료샘플문제 (Q86-Q91):
질문  # 86 
A machine learning (ML) engineer is working with a security engineer to identify the best practices for securing a system with various
AI models.
Which of the following actions should the engineers suggest?

A. Following a secure model development life cycle (MDLC)
B. Implementing comprehensive security architecture
C. Using a secure software development life cycle (SDLC)
D. Conducting guardrail testing and security validation

정답：A

설명：
A secure MDLC is tailored to AI and ML systems, ensuring security is integrated throughout the model's design, training, validation,
deployment, and monitoring phases. This directly addresses best practices for securing systems with AI models.

질문  # 87 
A web server shows signs of SQL injection. Which control BEST prevents this?

A. Account lockout
B. Input validation
C. SSL encryption
D. Runtime application self-protection (RASP)

정답：B

설명：
Validating and sanitizing user input is the core SQLi defense.

질문  # 88 
Global IPs attempt logins against thousands of accounts with known breached credentials. What attack is occurring?

A. DDoS
B. SQL injection
C. Password spraying
D. Credential stuffing

정답：D

설명：
Credential stuffing uses leaked username-password pairs.

질문  # 89 
An administrator, who works for a financial institution, is required to implement data security controls for data at rest within AI
systems that involve data disclosure. Which of the following is the most suitable control?

A. Masking
B. Data lineage
C. Rate limits
D. Encryption

정답：D
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설명：
For financial institutions handling AI systems, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.

질문  # 90 
Which of the following improves the observability and auditing of an AI system?

A. Redeploying the model
B. Using anomaly detections
C. Implementing machine learning operations (MLOps)
D. Using manual detection

정답：C

설명：
MLOps provides structured monitoring, logging, and version control for AI models. This improves observability and ensures detailed
auditing of model behavior, data pipelines, and changes throughout the AI lifecycle.

질문  # 91
......
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