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Answer: B

Explanation:

A vulnerability is a weakness in an information system, system security procedures, internal controls, or implementation that could be
exploited by a threat source. In this case, not checking the source code of an updated application can lead to unauthorized
modifications, thus representing a vulnerability that may impact the integrity of the information, as integrity refers to the accuracy and
completeness of the information.

References: = The explanation aligns with the general principles of information security management systens and the content typically
covered in ISMS ISO/IEC 27001 Lead Auditor training and certification programs, which include understanding vulnerabilities and
their impact on information security attributes like integrity.
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Answer: CEF,G

Explanation:

The four controls from the list that the auditor in training should review are:

%

A . Confidentiality and nondisclosure agreements: This control requires the organisation to ensure that all employees, contractors,
and third parties who have access to sensitive information sign appropriate agreements that oblige them to protect the confidentiality
and integrity of such nformation. This is especially important for an organisation that stores data on behalf of external clients, as it
demonstrates its commitment to safeguarding their information assets and complying with their contractual obligations.

* C . Information security awareness, education and training: This control requires the organisation to provide regular and relevant
information security awareness, education and training to all employees, contractors, and third parties who have access to the
organisation's information systems and information assets. This is essential for ensuring that they are aware of their roles and
responsibilities, the information security policies and procedures, the potential threats and risks, and the best practices for preventing
and responding to information security incidents.

* D . Remote working arrangements: This control requires the organisation to establish and implement policies and procedures for
managing the information security risks associated with remote working arrangements, such as teleworking, mobile working, or
working from home. This includes defining the conditions and requirements for remote working, such as the authorised devices,
applications, and networks, the encryption and authentication methods, the backup and recovery procedures, and the reporting and
monitoring mechanisis. This is important for an organisation that stores data on behalf of external clients, as it ensures that the
mformation security level is maintained regardless of the location of the workers and the devices they use.

* E . The conducting of verification checks on personnel: This control requires the organisation to conduct appropriate verification
checks on the background, qualifications, and references of all employees, contractors, and third parties who have access to the
organisation's information systems and information assets. This is necessary for verifying their identity, suitability, and trustworthiness,
and for preventing the hiring of unauthorised or malicious individuals who could compromise the information security of the
organisation and its clients.
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Answer: C,D
Explanation:
The overall competence of thel2:

* The audit scope and criteria: The audit scope defines the extent and boundaries of the audit, such as the locations, processes,
functions, and time period to be audited. The audit criteria are the set of policies, procedures, standards, or requirements used as a
reference against which the audit evidence is compared. The audit scope and criteria determine the complexity and extent of the
audit, and thus influence the number and expertise of the auditors needed to cover all the relevant aspects of the audit.

* The overall conpetence of the audit team needed to achieve audit objectives: The audit team should have the appropriate
knowledge, skills, and experience to conduct the audit effectively and efficiently, and to provide credible and reliable audit resuilts.
The audit team competence should include the following elements12:

* Generic competence: The ability to apply the principles and methods of auditing, such as planning, conducting, reporting, and
following up the audit, as well as the personal behaviour and attributes of the auditors, such as ethical conduct, fair presentation,
professional care, independence, and impartiality.

* Discipline and sector-specific competence: The ability to understand and apply the audit criteria and the relevant technical or
industry aspects of the audited organization, such as the information security management system (ISMS) requirements, the
information security risks and controls, the legal and regulatory obligations, the organizational context and culture, the processes and
activities, the products and services, etc.

* Audit team leader conmpetence: The ability to manage the audit team and the audit process, such as coordinating the audit activities,
commumnicating with the audit programme manager and the auditee, resolving any audit-related problens, ensuring the quality and
consistency of the audit work and the audit report, etc.

The person responsible for managing the audit programme should not consider the following factors when deciding the size and
composition of the audit team for a specific audit, as they are either irrelevant or inappropriate for the audit process12:

* Customrer relationships: The audit team should not be influenced by any personal or professional relationships with the auditee or
other interested parties, as this may compromise the objectivity and impartiality of the audit. The audit team should avoid any
conflicts of interest or self-interest that may affect the audit results or the audit decisions.

* Seniority of the audit team leader: The audit team leader should be selected based on their competence and experience, not on
their seniority or rank within the organization or the audit programme. The audit team leader should have the authority and
responsibility to manage the audit team and the audit process, regardless of their seniority or position.

* The cost of the audit: The cost of the audit should not be the primary factor for determining the size and composition of the audit
team, as this may compromise the quality and effectiveness of the audit. The audit team should have sufficient resources and time to
conduct the audit in accordance with the audit objectives, scope, and criteria, and to provide accurate and reliable audit results and
recommendations.

* The duration preferred by the auditee: The duration of the audit should be based on the audit objectives, scope, and criteria, and
the availability and cooperation of the auditee, not on the preference or convenience of the auditee. The audit team should have
enough time to conduct the audit in a thorough and systematic manner, and to collect and evaluate sufficient and relevant audit
evidence.

References:

ISO 19011:2018 - Guidelines for auditing management systens

PECB Candidate Handbook ISO 27001 Lead Auditor, pages 19-20
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Answer: CEF,G

Explanation:

The four controls from the list that the auditor in training should review are:

*A. Confidentiality and nondisclosure agreements: This control requires the organisation to ensure that all employees, contractors,
and third parties who have access to sensitive information sign appropriate agreements that oblige them to protect the confidentiality
and integrity of such information. This is especially important for an organisation that stores data on behalf of external clients, as it
demonstrates its commitment to safeguarding their information assets and complying with their contractual obligations.

*C. Information security awareness, education and training: This control requires the organisation to provide regular and relevant
information security awareness, education and training to all employees, contractors, and third parties who have access to the
organisation's information systems and information assets. This is essential for ensuring that they are aware of their roles and
responsibilities, the information security policies and procedures, the potential threats and risks, and the best practices for preventing
and responding to information security incidents.

*D. Remote working arrangements: This control requires the organisation to establish and implement policies and procedures for
managing the information security risks associated with remote working arrangements, such as teleworking, mobile working, or
working from home. This includes defining the conditions and requirements for remote working, such as the authorised devices,
applications, and networks, the encryption and authentication methods, the backup and recovery procedures, and the reporting and
monitoring mechanisis. This is important for an organisation that stores data on behalf of external clients, as it ensures that the
information security level is maintained regardless of the location of the workers and the devices they use.

*E. The conducting of verification checks on personnel: This control requires the organisation to conduct appropriate verification
checks on the background, qualifications, and references of all employees, contractors, and third parties who have access to the
organisation's information systens and information assets. This is necessary for verifying their identity, suitability, and trustworthiness,
and for preventing the hiring of unauthorised or malicious individuals who could compromise the mformation security of the
organisation and its clients.

References: = ISO/IEC 27001:2022, Annex A, clauses A.5.7, A.7.2, A.7.3, and A.7.4; ISO 27001 People Controls: How
personnel ensures information security; What are the 11 new security controls in ISO 27001:

20227 - Advisera.
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Explanation:

The correct answer is during the first and second years of certification, making option B correct. According to ISO/IEC 17021-1,
ISO/IEC 27006, and standard certification cycle rules, ISO/IEC 27001 certification follows a three-year certification cycle. After
the mitial certification audit, the organization is subject to periodic surveillance audits to ensure continued conformity of the ISMS.
Surveillance audits are typically conducted annually during the first and second years following certification.

Their purpose is to verify that the ISMS remains effective, that corrective actions are maintained, and that the organization continues
to comply with ISO/IEC 27001 requirements. These audits are less extensive than the mitial certification audit but still cover critical
ISMS elements, changes, incidents, and improvement activities.

Option A is incorrect because surveillance audits are mandatory and scheduled by the certification body, not optional or request-
based. Option C is incorrect because five years exceeds the standard certification cycle.

Instead, a recertification audit is conducted in the third year, not a surveillance audit.

Therefore, surveillance audits are normally conducted during the first and second years after certification, confirming option B as
correct.
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