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F5 F5CAB4 Exam Syllabus Topics:

Topic Details

Topic 1
Apply procedural concepts required to manage the state of a high availability pair: This domain covers
controlling and monitoring failover states in high availability pairs, including forcing standby
offline modes, reporting failover status, and verifying device trust.

Topic 2

List which log files could be used to find events and
or hardware issues: This section teaches identification of key log files (
var
log
ltm, secure, audit), understanding event severity levels, and interpreting log messages.
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Topic 3
Given a scenario, determine device upgrade eligibility: This domain covers determining appropriate timing
for software and platform upgrades and strategies to minimize downtime during upgrades.

Topic 4
Given a scenario, interpret Service status: This section teaches interpreting service states, analyzing netstat
output, and determining whether services are listening on specific ports.

Topic 5
Explain authentication methods: This section focuses on user management including creating
modifying users, configuring remote authentication providers, and implementing group-based access
control.

Topic 6
Identify and report current device status: This domain covers monitoring BIG-IP operational status through
LCD panels, dashboards, Network Map, GUI
TMSH commands, and checking high availability states.

Topic 7
Identify management connectivity configurations: This section focuses on understanding management access
configurations, including management IP addresses, port lockdown settings, remote connectivity
verification, and troubleshooting access issues.

Topic 8
Apply procedural concepts required to create, manage, and restore a UCS archive: This domain covers
UCS backup and restore procedures, understanding backup use cases, proper storage practices, and
UCS file contents including private keys.

Topic 9
Explain config sync: This section focuses on configuration synchronization procedures, identifying sync
errors, determining sync necessity, checking sync status, and comparing configuration timestamps.

F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q30-Q35):
NEW QUESTION # 30 
Users are unable to reach an application. The BIG-IP Administrator checks the Configuration Utility and observes that the Virtual
Server has a red diamond in front of the status.
What is causing this issue? (Choose one answer)

A. The Virtual Server is disabled
B. All pool members are down
C. All pool members have been disabled
D. The Virtual Server is receiving HTTPS traffic over an HTTP virtual

Answer: A

Explanation:
In the BIG-IP Configuration Utility, status icons provide immediate health information. A red diamond specifically indicates that the
object itself is administratively disabled. When a virtual server is disabled, BIG-IP will not accept or process traffic for that virtual
server, regardless of pool or node state.
* If all pool members were down, the virtual server would typically show a yellow triangle (available but no resources).
* If all pool members were disabled, the virtual server would usually still be enabled but unavailable due to pool status, not shown as
a red diamond.
* Protocol mismatch (HTTPS sent to HTTP) does not change the administrative status icon of the virtual server.
Therefore, the red diamond clearly indicates the virtual server is disabled, making D the correct answer.

NEW QUESTION # 31 
A BIG-IP Administrator must determine if a Virtual Address is configured to fail over to the standby member of a device group. In
which area of the Configuration Utility can this be confirmed?

A. Device Management > Traffic Groups
B. Device Management > Overview
C. Local Traffic > Virtual Servers



D. Device Management > Devices

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: To re27port the
current status of high availability for specific traffic, an administrator must verify the Traffic Group association28. In the Configuration
Utility, Virtual Server properties include the Virtual Address settings where the 'Traffic Group' is assigned29292929. If the Virtual
Address is assigned to a floating traffic group (like traffic-group-1), it is configured to fail over to the standby member30303030.

NEW QUESTION # 32 
A configuration change is made on the standby member of a device group. What is displayed as "Recommended Action" on the
Device Management Overview screen?

A. Synchronize the active member configuration to the group.
B. Synchronize the standby member configuration to the group
C. Activate device with the most recent configuration
D. Force active member of device group to standby

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: The BIG-IP
Control Plane monitors the "Commit ID" of the configuration on all group members. When a change is made on the Standby unit, it
becomes the member with the most recent configuration. The "Recommended Action" in the HA status dashboard will be to
synchronize that specific device's configuration to the rest of the group to ensure consistency

NEW QUESTION # 33 
A BIG-IP Administrator discovers malicious brute-force attempts to access the BIG-IP device on the management interface via
SSH. The BIG-IP Administrator needs to restrict SSH access to the management interface. Where should this be accomplished?

A. Network > Self IPs
B. System > Platform
C. Network > Interfaces
D. System > Configuration

Answer: B

Explanation:
The "Management Port" is distinct from TMM data ports. Configuration for global platform-level settings, including administrative
access restrictions (IP Allow lists for SSH and HTTPS) for the management port, is found under System > Platform. This is a critical
Control Plane hardening step to prevent unauthorized remote access Here is the next batch of 10 questions from your document that
are 100% related to BIG-IP

NEW QUESTION # 34 
The BIG-IP appliance fails to boot. The BIG-IP Administrator needs to run the End User Diagnostics (EUD) utility to collect data to
send to F5 Support. Where can the BIG-IP Administrator access this utility?

A. Management Port
B. Internal VLAN interface
C. External VLAN interface
D. Console Port

Answer: D

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: The EUD is a
33hardware-level diagnostic tool that runs outside of the TMOS operating system. Because it is used when the system cannot boot



or is in a pre-boot state, it cannot be accessed via the GUI or management network. The administrator must connect physically via
the serial Console Port to interact with the boot menu and initiate the hardware tests.

NEW QUESTION # 35
......
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