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Pure Storage Portworx-Enterprise-Professional Exam Syllabus Topics:

Topic Details

Topic 1

Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage
environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage
clusters in production environments.

Topic 2
Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how
to sustain business operations and data availability using Portworx features.

Topic 3
Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
security measures in container storage environments. Topics include managing encryption, access control,
and compliance policies to protect stored data.

Topic 4
Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to
support containerized applications reliably and securely.
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Topic 5
Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
Administrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use
observability tools and techniques to maintain system health and resolve performance problems effectively.

>> Unlimited Portworx-Enterprise-Professional Exam Practice <<

Unlimited Portworx-Enterprise-Professional Exam Practice & Pure Storage
Free Portworx-Enterprise-Professional Practice: Pure Certified Portworx
Enterprise Professional (PEP) Exam Pass for Sure
Do you want to pass your exam with the least time? If you do, then we will be your best choice. Portworx-Enterprise-Professional
training materials are edited and verified by experienced experts in this field, therefore the quality and accuracy can be guaranteed.
Besides Portworx-Enterprise-Professional exam materials contain both questions and answers, and it’s convenient for you to have a
check after practicing. We have online and offline chat service, if you have any questions about Portworx-Enterprise-Professional
Training Materials, you can consult us, we will give you reply as quickly as possible.

Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q36-Q41):
NEW QUESTION # 36 
What Kubernetes resource allows visibility of the Parent Volume and the snapshot ID?

A. VolumeSnapshotData
B. PersistentVolumeClaim
C. VolumeSnapshot

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The VolumeSnapshot Kubernetes resource provides metadata about snapshots of Persistent Volumes, including references to the
parent volume and snapshot IDs. It represents a snapshot request and maintains information linking it to the source PVC and the
actual snapshot data. This resource enables Kubernetes-native management of volume snapshots, allowing users to create, delete,
and list snapshots declaratively. Portworx integrates with Kubernetes snapshot APIs and populates VolumeSnapshot resources with
detailed information necessary for managing snapshot lifecycle and restoring data. The Kubernetes and Portworx documentation
highlight VolumeSnapshot as the primary interface to monitor and interact with snapshot metadata, crucial for backup, restore, and
disaster recovery workflows in containerized environments【Pure Storage Portworx Snapshot API Guide source】.

NEW QUESTION # 37 
How should a Portworx administrator enable the Alertmanager?

A. Deploy Alertmanager by following the official Alertmanager documentation and integrate it with Portworx by enabling
monitoring webhook in the StorageCluster object.
B. Create a secret with the Alertmanager configuration and enable Alertmanager in the StorageCluster object.
C. Create a config map with the Alertmanager configuration and enable Alertmanager via the pxctl CLI.

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Enabling Alertmanager in Portworx involves creating a Kubernetes Secret containing the Alertmanager configuration (such as alert
routing rules and notification channels) and referencing this secret in the Portworx StorageCluster manifest. This integration allows
Portworx's monitoring stack to forward alerts to Alertmanager for centralized alert processing and notifications. Unlike ConfigMaps,
which are generally used for non-sensitive data, Secrets protect sensitive alert configuration. Enabling Alertmanager via pxctl CLI is
not supported as Portworx relies on Kubernetes declarative configuration for monitoring components. Additionally, deploying
Alertmanager independently and integrating through webhooks requires manual setup but is not the recommended or integrated
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approach. Portworx official observability documentation details the secret-based configuration as the standard and secure method to
enable and manage Alertmanager within Portworx clusters for robust alert handling【Pure Storage Portworx Monitoring Guide
source】.

NEW QUESTION # 38 
A Portworx administrator wants to enable security without guest access on a new storage cluster using the Portworx Kubernetes
operator.
What configuration items should be added to the StorageCluster configuration ?

A. spec:
security:
enabled: true
auth:
guestAccess: 'Disabled'
B. spec:
security: 'Enabled'
C. spec:
security:
enabled: true
auth:
guestAccess: false

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Enabling security in Portworx without allowing guest access involves explicitly setting both enabled: true under the security section
and guestAccess: false within the auth subsection of the StorageCluster spec. This configuration activates Portworx security features,
enforcing authentication and encryption while preventing unauthenticated (guest) access to volumes. The guestAccess flag controls
whether clients without valid credentials can access storage resources; setting it to false tightens security by requiring all access to be
authenticated. This declarative setup is managed via the Kubernetes operator, ensuring consistent enforcement across cluster restarts
and upgrades. Portworx's security documentation stresses this dual setting to harden clusters against unauthorized access while
maintaining operational capabilities for authorized users, aligning with enterprise security policies and compliance standards【Pure
Storage Portworx Security Guide source】.

NEW QUESTION # 39 
A cluster administrator wants to define an Autopilot rule for Portworx.
What are the 4 main parts of an Autopilot rule?

A. Enforcement, Match Expressions, Topology Key and Weight
B. Replica, I/O profile, Secure, Placement Strategy
C. Selector, Namespace Selector, Conditions and Actions

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
An Autopilot rule in Portworx consists of four main parts: Selector, Namespace Selector, Conditions, and Actions. The Selector
defines the set of volumes or pods the rule applies to, often using labels. Namespace Selector further narrows the scope to specific
Kubernetes namespaces, allowing targeted policy application. Conditions specify triggers or thresholds such as capacity utilization,
I/O metrics, or time-based schedules. When conditions are met, the Actions section defines automated responses such as volume
expansion, migration, or alerting. This modular rule design enables flexible, policy-driven automation for storage management, helping
maintain cluster health and performance without manual intervention. The Portworx Autopilot documentation provides detailed
schema and examples, emphasizing these components as foundational for dynamic, autonomous cluster operation【Pure Storage
Portworx Autopilot Guide source】.

NEW QUESTION # 40 



A Portworx administrator wants to control which nodes will host a KVDB installation.
What steps must an administrator take to ensure that KVDB installs on NODE01, NODE03, and NODE05?

A. It is not possible to configure the location of the KVDB prior to installation.
B. Label NODE01, NODE03, and NODE05 with 'px1/metadata-node=true' prior to installation.
C. Change the following in the 'StorageCluster' spec prior to installation:
spec:
kvdb:
selector:
matchNodeName:
- NODE01
- NODE03
- NODE05

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx provides a mechanism to control KVDB pod placement through the kvdb.selector.matchNodeName field in the
StorageCluster Custom Resource Definition (CRD). This allows administrators to explicitly specify node names where KVDB pods
will be deployed. By setting this selector to include NODE01, NODE03, and NODE05, KVDB pods will run exclusively on these
nodes, ensuring better control of quorum, fault tolerance, and performance. Node labeling alone is insufficient unless the labels are
properly referenced in the spec, making direct node name matching the most straightforward and reliable method. This configuration
must be done prior to cluster installation to ensure proper pod placement. Official Portworx documentation on cluster deployment
and KVDB configuration confirms this method as the recommended best practice for managing KVDB nodes, critical for
maintaining database availability and consistency within the Portworx cluster【Pure Storage Portworx Install Guide source】.

NEW QUESTION # 41
......
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