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(Q27-Q32):
27. Frage 
Which of the following would most likely be used to prove that an image is AI generated?

A. Human validation
B. Diffusion
C. Watermarking
D. Guardrails
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Antwort: C

Begründung:
Watermarking embeds hidden, verifiable markers into AI-generated images. These markers can later be detected to prove the image
originated from an AI system, making it the most reliable method for verification.

28. Frage 
A security analyst finds that the AI system is under a denial-of-wallet attack. Which of the following should the analyst enforce to
protect the company? (Choose two.)

A. Application programming interface (API) rate controls
B. Modality controls
C. Output token controls
D. Model fine-tuning
E. Content delivery network (CDN)
F. Endpoint access controls

Antwort: A,C

Begründung:
API rate controls limit the number of requests within a set timeframe, preventing attackers from overloading the system and driving
up costs.
Output token controls restrict the length of responses, reducing unnecessary token usage that attackers might exploit in a denial-of-
wallet attack.

29. Frage 
A SOC analyst notices a sudden spike in outbound traffic from a server. The traffic is being sent continuously to an unknown
external IP address. Which of the following BEST describes this behavior?

A. Data exfiltration
B. Lateral movement
C. Brute-force attack
D. Failed command-and-control communication

Antwort: A

Begründung:
A sudden and sustained outbound transfer to an unknown IP is a common sign of data exfiltration.

30. Frage 
An organization recently created a custom model that integrates with a language model (LLM).
The developer notices that the application programming interface (API) costs have increased.
Which of the following is the best control to reduce cost?

A. Adjusting token limits
B. Increasing central processing unit (CPU) and memory
C. Implementing prompt templates
D. Reducing the model size

Antwort: A

Begründung:
API costs for large language model integrations are directly tied to token usage (input + output tokens). By adjusting token limits, the
organization can reduce unnecessary processing of overly long prompts or responses, thereby lowering overall API costs without
changing model size or infrastructure resources.



31. Frage 
A security analyst is aware of an active penetration test in the environment. The analyst examines security information and event
management (SIEM) log data and notices the following output from the AI system:
Which of the following is the vulnerability that has occurred and the control the analyst should implement?

A. The vulnerability is prompt injection, and the analyst should use endpoint detection response (EDR).
B. The vulnerability is jailbreaking, and the analyst should utilize role-based access control.
C. The vulnerability is model hallucinations, and the analyst should develop output validations.
D. The vulnerability is sensitive information disclosure, and the analyst should employ masking.
E. The vulnerability is role impersonation, and the analyst should use validation.

Antwort: D

Begründung:
The log data reveals personally identifiable information (PII) such as name, address, and a full credit card number. This represents a
sensitive information disclosure vulnerability. The appropriate control is data masking, which protects sensitive data in logs and
outputs while still allowing necessary system monitoring.

32. Frage
......
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