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(Q120-Q125):

120. Frage

Maria works as a professional Ethical Hacker. She is assigned a project to test the security of www.we-are- secure.com. She wants
to test a DoS attack on the We-are-secure server. She finds that the firewall of the server is blocking the ICMP messages, but it is
not checking the UDP packets. Therefore, she sends a large amount of UDP echo request traffic to the IP broadcast addresses.
These UDP requests have a spoofed source address of the We-are-secure server. Which of the following DoS attacks is Maria
using to accomplish her task?

A. Ping flood attack
B. Smurf DoS attack
C. Teardrop attack

D. Fraggle DoS attack

Antwort: D

Begriindung;
Section: Volume A

121. Frage
‘Which of the following attacking methods allows the bypassing of access control lists on servers or routers, either hiding a computer
on a network or allowing it to impersonate another computer by changing the Media Access Control address?

A. TP address spoofing
B. MAC spoofing
C. VLAN hoping
D. ARP spoofing

Antwort: B

Begrindung;
Section: Volume C

122. Frage
Which of'the following is the difference between SSL and S-HTTP?

A. SSL operates at the network layer and S-HTTP operates at the application layer.
B. SSL operates at the transport layer and S-HTTP operates at the application layer.
C. SSL operates at the application layer and S-HTTP operates at the network layer.
D. SSL operates at the application layer and S-HTTP operates at the transport layer.

Antwort: B

123. Frage
Network mapping provides a security testing team with a blueprint of the organization. Which of the following steps
is NOT a part of manual network mapping?

A. Performing Neotracerouting

B. Gathering private and public IP addresses
C. Banner grabbing

D. Collecting employees information

Antwort: A

124. Frage



‘Which of'the following penetration testing phases involves reconnaissance or data gathering?

A. Attack phase

B. Out-attack phase
C. Post-attack phase
D. Pre-attack phase

Antwort: D

Begrindung;
Section: Volume B
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