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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q202-Q207):
NEW QUESTION # 202 
Which of the following refers to a list of all hardware components installed on an endpoint system?

A. Hardware inventory
B. Configuration inventory
C. Software inventory
D. Firmware inventory

Answer: A

Explanation:
Hardware inventory refers to a comprehensive list of all hardware components installed on an endpoint system. This includes
information about the CPU, memory, storage devices, network adapters, and any other hardware components.

NEW QUESTION # 203 
What does Network Access Control (NAC) refer to in cybersecurity?

A. To monitor network traffic for potential security threats
B. To authenticate users before granting them access
C. To filter network traffic based on predefined rules
D. To encrypt traffic between two networks

Answer: B

Explanation:
Network Access Control (NAC) is a cybersecurity approach that focuses on ensuring that only authorized users and devices are
granted access to a network. NAC systems typically involve authentication mechanisms, such as username and password
combinations, digital certificates, or biometric authentication, to verify the identity of users before permitting network access. By
implementing NAC, organizations can enforce access control policies, prevent unauthorized access, and mitigate security risks.

NEW QUESTION # 204 
What does the term "ad hoc" mean in the context of cybersecurity?

A. A method of threat detection through continuous monitoring and analysis.
B. A security incident response plan that is predefined and well-documented.
C. A temporary or improvised solution in response to a specific situation or problem.
D. A security assessment conducted by external auditors.

Answer: C

Explanation:
In cybersecurity, "ad hoc" refers to a temporary or improvised solution that is implemented to address a specific cybersecurity
situation or problem. It is often done in situations where there is no predefined process or security control in place. Ad hoc solutions
may not be scalable or sustainable in the long run, but they can be useful in urgent or unexpected situations to mitigate threats or
vulnerabilities temporarily.

NEW QUESTION # 205 
Which of the following elements are part of cybersecurity incident response?

A. Detection, Analysis, Containment, Eradication
B. Prevention, Monitoring, Compliance, Remediation
C. Assessment, Authorization, Authentication, Accounting
D. Identification, Recovery, Mitigation, Restoration



Answer: A

Explanation:
Cybersecurity incident response involves several key elements, including detection, analysis, containment, and eradication. Detection
refers to the identification and recognition of a potential cybersecurity incident. Analysis involves examining the incident to understand
its nature, impact, and cause. Containment entails taking immediate action to minimize further damage and prevent the incident from
spreading. Eradication involves completely removing the threat or vulnerability from the system or network in order to eliminate the
possibility of a recurring incident. These elements are crucial for an effective incident response strategy.

NEW QUESTION # 206 
Move each NIST Incident Response Lifecycle phase from the list on the left to the correct description on the right.
Note: You will receive partial credit for each correct answer.

Answer:

Explanation:

NEW QUESTION # 207
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