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Which due diEgence activity far supply chaln security should occur in the initiation phaseof the software
acquisition life cyde?
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Which dug diligence activity for supply chain security Investigates the means by which data sets ame
shared and assessed?
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A process palicy review
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Consider these characteristics:

Edentification of the entity making the access request
Werification that the request has not changed since its lnRistion

Application of the appropriste autherzation procedures
Reexamination af previoushy authorized requests by the same entity
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& #97

Credit card numbers are encrypted when stored in the database but are automatically decrypted when data is fetched. The testing
tool intercepted the GET response, and testers were able to view credit card numbers as clear text.

How should the organization remediate this vulnerability?

A. Enforce role-based authorization controls in all application layers
B. Ensure all data in transit is encrypted

C. Never cache sensitive data

D. Ensure there is an audit trail for all sensitive transactions

EX: B
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The core issue here is cleartext transmission of sensitive data, and option C directly addresses this:

* Addressing the Problem: The scenario reveals the vulnerability is the lack of encryption during data transmission (the GET
response). Ensuring encryption in transit fixes this specific exploit.

* Transport Layer Security: Encryption during transit is typically achieved through protocols like TLS (HTTPS), preventing the
interception of sensitive information.

IR #98
Which design and development deliverable contains the results of each type of evaluation that was performed and the type and
number of vulnerabilities discovered?

A. Security test execution report
B. Remediation report

C. Privacy compliance report

D. Security testing reports

ZX: D
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Security testing reports are the deliverables that typically contain detailed results of the security evaluations performed. These reports
include the types of'tests conducted, such as static and dynamic analysis, penetration testing, and code reviews, as well as the
number and types of vulnerabilities discovered. The purpose of these reports is to document the security posture of the software at
the time of testing and to provide a basis for remediation efforts.

References: The information aligns with best practices in secure software development, which emphasize the importance of
documenting security requirements and conducting risk analysis during the design phase to identify and mitigate vulnerabilities early in
the SDLCI12.

PRI #99
What refers to the review of software source code by developers other than the original coders to try to identify oversights,
mistakes, assunptions, a lack of knowledge, or even experience?

A. Manual peer review

B. Fault injection

C. User acceptance testing
D. Dynamic code review

BE: A
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Manual peer review refers to the systematic examination of software source code by developers other than the original author. This
practice is recognized as a valuable tool for reducing software defects and improving the quality of software projects. It nvolves
developers inspecting the code to find and fix mistakes overlooked in the initial development phase, which enhances both the overall



quality of software and the developers' skills.

Peer code review is less formal and more "lightweight" than the code inspections performed in the past, and it provides benefits such
as knowledge transfer, increased team awareness, and creation of alternative solutions to problems.

References:

* Expectations, Outcomes, and Challenges Of Modern Code Reviewl

* Introduction to Software Engineering/Quality/Code Review2

* Software Security during Modern Code Review: The Developer's Perspective3

i =8 #100
What is the last slop of the SDLOSDL code review process?

A. Perform preliminary scan

B. Review code for security issues

C. Review for security issues unique to the architecture
D. Identify security code review objectives

ZX: B
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The last step of the SDLC code review process is to review the code for security issues. This mvolves a detailed examination of the
code to identify any potential security vulnerabilities that could be exploited. It's a critical phase where the focus is on ensuring that
the code adheres to security best practices and does not contain any flaws that could compromise the security of the application or
system. The process typically includes manual inspection as well as automated tools to scan for common security issues. The goal is

to ensure that the software is as secure as possible before it is deployed. References: Mastering the Code Review Process,
Understanding the SDLC, How Code Reviews Improve Software Quality in SDLC - LinkedIn.

F 8 #101

A company is moving forward with a new product. Product scope has been determined, teans have formed, and backlogs have
been created. Developers areactively writing code for the new product, with one team concentrating on delivering data via REST
services, one Team working on the mobile apps, and a third team writing the web application.

Which phase of the software developmentlifecycle(SDLC) is being described?

A. Design

B. Implementation
C. Requirements
D. Deployment

E%: B
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The phase being described is the Implementation phase of the SDLC. During this phase, the actual development starts, and the
product begins to be built. The teams are actively writing code, which is a key activity of the Implementation phase. This phase
mvolves translating the design and specifications into executable code, developing the software's features, and then integrating the
various components into a full-fledged system.

References:

* The Software Development Life Cycle (SDLC): 7 Phases and 5 Models1.

* What Is the Software Development Life Cycle? SDLC Explained?.

* SDLC: 6 Main Stages of the Software Product Development Lifecycle3.

* Software Development Life Cycle (SDLC) Phases & Models4.
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