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Microsoft AB-900 % & K4 :

FE i 4r

¢ Understand data protection and governance tasks for Microsoft 365 and Copilot: This domain explains
how Microsoft Purview protects and governs organizational data through classification, sensitivity labels,

FRE 1 retention, and conpliance tools. It also covers how Copilot accesses data, follows permissions, and how

admunistrators monitor risks, alerts, and oversharing.

¢ Perform basic administrative tasks for Copilot and agents: This domain focuses on managing Copilot and
EN 0 agents, including licensing, feature controls, and usage monitoring, It also covers creating agents, managing
prompts, configuring user access, and monitoring agent activity through admin centers.

o Identify the core features and objects of Microsoft 365 services: This domain covers the main Microsoft

365 objects such as users, groups, licenses, maiboxes, SharePoint sites, and Teamns. It also focuses on
F&E3 managing organization settings, roles, authentication, authorization, and core security features using
Microsoft Entra and Microsoft Defender.

>> AB-900 PDF <<

Microsoft AB-9005% /8 & &, - AB-90078 & & Bl

EARRNERE, SHEENEFEOMSG, YHFEOBRE P, EREEER CHMBUKE, TESRZ B
B, REEEIWAEEE O OB G KIEBIE IR Microsoftf] AB-900%5 38 3%, AEZER, KaoGuligh &M —feiE
PRE B L DI A, BRI R RERERE R, ERERZE100%, A T KaoGuTi Microsoftf] AB-900
BRI, RBUAT ABS AR — 2, FRBRREERE, FBREENEERSERSAT .

B H I Microsoft 365 Certified AB-900 4 & % X E /& (Q10-Q15):

PRI #10

Your organization has a Microsoft 365 subscription.

The HR department at your company asks for a copy of all the recent files that were modified by a user named Userl1.
‘What should you use in the Microsoft Purview portal? To answer, select the appropriate solutions in the answer area.
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The correct answer is eDiscovery . In Microsoft Purview, eDiscovery is the solution used to search for content and export copies of
that content from Microsoft 365 locations such as SharePoint and OneDrive.

Microsoft Learn states that when you export search results from eDiscovery, copies of native Office documents and other
documents are exported . That directly matches the requirement to provide HR with a copy of files .

By contrast, Audit is primarily used to investigate user and admin activity records and can export those audit records to CSV , but it
does not export the actual files themselves. Audit would help identify that Userl modified files, but the question asks for copies of
the recent files modified by User1 , which is an eDiscovery content search and export scenario rather than an activity-log reporting
scenario.

So, among the Microsoft Purview solutions shown, the appropriate selection is eDiscovery because it is the Purview tool designed to
find and export the actual content items HR wants to receive.

P& #11
An organization requires that Copilot never include public web search results in responses (to avoid potential exposure of internal
prompts/data). Which Copilot capability should an administrator disable to block web grounding for Copilot responses?

A. Copilot Chat (web search / browsing context)

B. Copilot features in Microsoft 365 Apps (Word/Excel/PowerPoint)
C. Copilot for Microsoft 365 (license)

D. Copilot in Word

BEE: A

fE R A -

Copilot Chat is the primary interface (also available within the Microsoft 365 app) that, by default, utilizes the Bing Search Graph
Connector to incorporate real-time web results (public internet data) alongside the user’s organizational data. In the Microsoft 365
admin center, administrators can disable this feature to restrict Copilot's grounding to only internal, organizational data, thus
preventing the exposure of internal data during web searches.

References:

https://learn.microsoft.comven-us/copilot/overview

https7//learn.microsoft.conven-us/graph/search-concept-overview

https//learn.microsoft.comyen-us/copilot/manage?utm source=chatgpt.com

R RE #12



A critical governance risk when implementing Microsoft 365 Copilot is the potential for oversharing of corporate data. The Chief
Compliance Officer is concerned that, because Copilot uses all data a user can access, a user may inadvertently get access to
sensitive information they should not have. What is the most common cause of this oversharing risk that administrators must address
as a high-priority governance task before deploying Copilot widely?

A. Copilot chat history is not subject to eDiscovery or retention

B. Copilot bypasses SharePoint access controls when content is indexed
C. Azure OpenAl model training uses tenant data and retains it in the tenant
D. Overly broad permissions granted to sites or files

ZX: D

R -

The core risk (and a key administrative task before Copilot deployment) is that if a document has been accidentally or intentionally
granted access to "Everyone” or "All Company" in SharePoint or OneDrive, every licensed Copilot user will have the potential to
retrieve and summarize that data.

Since Copilot respects existing permissions, it will expose the broad access that was already present in the M365 environment,
making the overly broad permission the root cause of the oversharing risk.

References:

https:/lear.microsoft.com/en-us/answers/questions/5400129/please-explain-access- management-in-onedrive-share
https:/learn.microsoft.com/en-us/copilot/microsoft-365/enterprise-data-protection
https/learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https:/learn.microsoft.com/en-us/azure/cloud-adoption- framework/scenarios/ai/govern

8 #13

An administrator must manage SharePoint site access for a sensitive HR site and assign Copilot add-on licenses to the 50 members
of the "HR-Data-Users" team. Membership changes frequently due to high turnover. Which Microsoft Entra object is the most
efficient choice for both access control and group-based license assignment?

A. Dynamic Security Group

B. Microsoft 365 Group

C. Distribution List

D. Mail-enabled Security Group

ER: A

LR

A Dynamic Security Group allows the administrator to define a rule (e.g,, Department equals 'HR' AND Job Title equals 'Data
User') that automatically adds or removes users based on their Microsoft Entra ID properties. This is highly efficient in a high-
turnover environment as it removes the need for manual user management for both SharePoint site access and Group-based licensing
(which is supported by Security Groups for Copilot add-on license assignment), making it the most appropriate and scalable
solution.

References:

https/learn.microsoft.com/en-us/entra/fundamentals/concept-learn-about- groups
https//learn.microsoft.comyen-us/entra/findamentals/licensing
https/learn.microsoft.conven-us/entra/fundamentals/how-to-manage-groups
https://learn.microsoft.comven-us/entra/identity/enterprise-apps/assign-user-or-group-access- portal?pivots=portal
https://learn.microsoft.comven-us/entra/identity/users/licensing-admin-center

i RE #14
Youneed to create a Microsoft 365 Copilot agent that can create charts and visualizations based on a Microsoft Excel workbook.
What should you configure for the agent?

A. the image generator capability

B. the Scrum Assistant template

C. the Customer Insights Assistant template
D. the code interpreter capability

ZE: D
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