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Cisco Designing Cisco Enterprise Wireless Networks Sample Questions
(Q321-Q326):

NEW QUESTION # 321

Campus users report a poor wireless experience. An engineer investigating the issue notices that in high-density areas the wireless
clients fail to switch the AP to which are automatically connected. This sticky client behavior is causing roaming issues.

Which feature must the engmeer configure?

A. Layer 2 roaming

B. load balancing and band select
C. Layer 3 roaming

D. optimized roaming

Answer: D
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NEW QUESTION # 322

A customrer uses a Cisco Catalyst 9800 Series wireless controller to manage all of the APs for a campus network. Secure guest
access is required for the guest network. A Cisco 5520 anchor controller is deployed within a DMZ. Which design approach
ensures that the mobility tunnel is established successfully between the wireless controller and the anchor controller?

A. Disable data link encryption on the anchor controller.

B. Run an Inter-Release Controller Mobility compatible software version on the anchor controller.
C. Run an Inter-Release Controller Mobility compatible software version on the wireless controller.
D. Enable control plane encryption on the wireless controller.

Answer: B

NEW QUESTION # 323

Refer to the exhibit. An engineer nust design a mobility group that has these requirements:
* The mobility group must consist of two WLCs.

* All WLCs must run software version 8.0 or later.

* The WLCs must connect via an IPv4 network.

* Two of the WLCs must be in an SSO high availability pair.

Which two configurations must be included i the design? (Choose two.)

A. All the WLCs must run the same software version.

B. All the WLCs must be of the same model or type.

C. Only WLCs in an SSO high availability pair must use the same virtual [P address.
D. Each WLC must use the same mobility domain name.

E. The WLAN SSID must be consistent across all the WLCs.

Answer: D,E

NEW QUESTION # 324
An engineer is upgrading the legacy APs to 802.11ac Wave 2 capable APs. The existing gigabit uplinked switches provide 802.3at.
Which switch limitation is a concern?

A. high availability

B. interface throughput
C. output power

D. collision domains

Answer: C

Explanation:

The concern with existing gigabit uplinked switches providing 802.3at is the output power limitation. 802.11ac Wave 2 APs may
require more power than what 802.3at can deliver, especially for features like Multi-User Multiple Input Multiple Output (MU-
MIMO).

NEW QUESTION # 325

A wireless deployment in a high-density environment is being used by vendors to process credit card payment transactions via
handheld mobile scanners. The scanners are having problens roaming between access points in the environment. Which feature on
the wireless controller should have been incorporated in the design?

A. AP Heartbeat Timeout

B. 802.11w

C. Application Visibility Control
D. RX SOP

Answer: B

Explanation:
For handheld mobile scanners processing credit card payments, security and seamless roaming are critical. The 802.11w standard,



also known as Protected Management Frames (PMF), provides enhanced security that helps prevent disconnections and issues
when roaming between access points. Incorporating 802.11w in the design ensures that the scanners maintain a secure and
consistent connection while moving throughout the environment. Reference: CCNP Enterprise Wireless Design ENWLSD 300-425
and Implementation ENWLSI 300-430 Official Cert Guide Premium Edition and Practice

NEW QUESTION # 326
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