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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q434-Q439):

NEW QUESTION # 434
An organization conducted a web application vulnerability assessment against the corporate website, and the following output was
observed:

. Alerts (17)
v Absence of Anti-CSRF Tokens

f» Content Security Policy (CSP) Header Not Set (6)
v Directory Browsing (11)

v Missing Anti-clickjacking Header (2)

v Cookie No HttpOnly Flag (4)

v Cookie Without Secure Flag

v Cookie with SameSite Attribute None(2)

v Cookie without SameSite Attribute (5)

v Cross-Domain JavaScript Source File Inclusion

# Timestamp Disclesure - Unix (569)

v X-Content-Type-Options Header Missing (42)

# CORS Header

# Information Disclosure - Sensitive Information in URL (2)
® Information Disclosure - Suspicious Comments (43)

m Loosely Scoped Cookie (5)

fu Re-examine Cache-control Directives (33)

Which of'the following tuning recommendations should the security analyst share?

e A Set an Http Only flag to force commumnication by HTTPS.


https://drive.google.com/open?id=1ZINJ-x9WUz94nNmS6SHqYZZJmR8TAsl0
https://www.dumpsquestion.com/CS0-003-exam-dumps-collection.html
https://www.pdfdumps.com/CS0-003-valid-exam.html
https://www.examprepaway.com/CompTIA/braindumps.CS0-003.ete.file.html
https://www.prep4sures.top/CS0-003-exam-dumps-torrent.html

¢ B. Configure an Access-Control- Allow-Origin header to authorized domains.
¢ C. Disable the cross-origin resource sharing header.
¢ D. Block requests without an X-Frame-Options header.

Answer: B

Explanation:

The output shows that the web application has a cross-origin resource sharing (CORS) header that allows any origin to access its
resources. This is a security misconfiguration that could allow malicious websites to make requests to the web application on behalf
of the user and access sensitive data or perform unauthorized actions.

The tuning recommendation is to configure the Access-Control- Allow-Origin header to only allow authorized domains that need to
access the web application's resources. This would prevent unauthorized cross-origin requests and reduce the risk of cross-site
request forgery (CSRF) attacks.

NEW QUESTION # 435
A security analyst scans a host and generates the following output:

‘Which of'the following best describes the output?

A. The host s allowlng unsecured FTP connectlons.
B. The host is unresponsive to the ICMP request.
C. The host is vulnerable to web-based exploits.

D. The host Is running a vulnerable mall server.

Answer: C

Explanation:

The output shows that port 80 is open and running an HTTP service, indicating that the host could potentially be vulnerable to web-
based attacks. The other options are not relevant for this purpose: the host is responsive to the ICMP request, as shown by the
"Host is up" message; the host is not running a mail server, as there is no SMTP or POP3 service detected; the host is not allowing
unsecured FTP connections, as there is no FTP service detected.References: According to the CompTIA CySA+ Study Guide:
Exam CS0-003, 3rd Edition123, one of the objectives for the examis to "use appropriate tools and methods to manage, prioritize
and respond to attacks and vulnerabilities". The book also covers the usage and syntax of nmap, a popular network scanning tool, in
chapter 5. Specifically, it explains the meaning and function of each option in nmap, such as "-sV" for version detection2, page 195.
Therefore, this is a reliable source to verify the answer to the question.

NEW QUESTION # 436
An organization's email account was compromised by a bad actor. Given the following information:




Time Description
Atotal of 2. 000 emails were sent from the compromised
account The email directed the recipients 1o pay an
&30 am invoice Enclosed in the email was a shon message
along with a link and an attachment was contained in
the email
Recipients started alerting the organization's help desk
about the email
8:55am The help desk escalated the ssue to the CSIRT
The |IRT was assembled a call bridge was established
910 am and the Chief Information Secunity Officerdeclared an
incident
The web session forthe Bmai account was revoked
9:15 a.m and password reselswere intiated The machine was

- investigated furlher to ensure security conlrols were in
place

All sent emails were remaved from organization's

930am Pl
The CSIRT lowered the pricrity of the incident and
started to review logs
Passwords were reset for all internal users that clicked
on the link

Continued analysis 1o determine the impact was
limited

1030 am Besides continued gromitaring.. therarganization
reasonably believeddhelthteat \Was temediated

Which of'the following is the length of time the team took to detect the threat?

8:45am

935am

945am

9 50am

e A 40 minutes
e B. 2 hours

e C. 45 minutes
e D. 25 minutes

Answer: A

Explanation:

The threat was detected from the time the emails were sent at 8:30 a.m. to when the recipients started alerting the organization's help
desk about the emnil at 8:45 a.m., taking a total of 15 minutes. The detection time is the time elapsed between the occurrence of an
incident and its discovery by the security team. The other options are either too short or too long based on the given information.

NEW QUESTION # 437
An analyst needs to provide recommendations based on a recent vulnerability scan:
Plug-in name ;Farmly
SMB use domain SID 1o enumerate users fwmdows User
|mapagement
SYN scanner |Portscanners |
SSL certificate cannot.be'trusted |General

Scan not performéd with admin privileges  |Settings
Which of the following should the analyst recommend addressing to ensure potential vulnerabilities are identified?

A. SSL certificate cannot be trusted

B. SYN scanner

C. SMB use domam SID to enumerate users
D. Scan not performed with admin privileges

Answer: D

Explanation:

This is because scanning without admin privileges can limit the scope and accuracy of the vulnerability scan, and potentially miss
some critical vulnerabilities that require higher privileges to detect. According to the OWASP Vulnerability Management Guidel,
"scanning without administrative privileges will result in a large number of false negatives and an incomplete scan'.

Therefore, the analyst should recommend addressing this issue to ensure potential vulnerabilities are identified.

NEW QUESTION # 438
A virtual web server in a server pool was infected with malware after an analyst used the internet to research a system issue. After



the server was rebuilt and added back into the server pool, users reported issues with the website, indicating the site could not be
trusted. Which of the following is the most likely cause of the server issue?

A. The digital certificate on the web server was self-signed.

B. The malware infected all the web servers in the pool.

C. The server was supporting weak TLS protocols for client connections.
D. The server was configured to use SSL to securely transmit data.

Answer: A

Explanation:

A digital certificate is a document that contains the public key and identity information of a web server, and is signed by a trusted
third-party authority called a certificate authority (CA). A digital certificate allows the web server to establish a secure connection
with the clients using the HTTPS protocol, and also verifies the authenticity of the web server. A self-signed certificate is a digital
certificate that is not signed by a CA, but by the web server itself. A self-signed certificate can cause issues with the website, as it
may not be trusted by the clients or their browsers.

Clients may receive warnings or errors when trying to access the website, indicating that the site could not be trusted or that the
comnection is not secure.

NEW QUESTION # 439
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