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PR #246

SCENARIO

Please use the following to answer the next QUESTION:

Perhaps Jack Kelly should have stayed in the U.S. He enjoys a formidable reputation inside the company, Special Handling
Shipping, for his work in reforming certain "rogue” offices. Last year, news broke that a police sting operation had revealed a drug
ring operating in the Providence, Rhode Island office in the United States. Video from the office's video surveillance cameras leaked
to news operations showed a drug exchange between Special Handling staff and undercover officers.

In the wake of this incident, Kelly had been sent to Providence to change the "hands off” culture that upper management believed
had let the criminal elements conduct therr illicit transactions. After a few weeks under Kelly's direction, the office became a model of
efficiency and customer service. Kelly monitored his workers' activities using the same cameras that had recorded the illegal conduct
of their former co-workers.

Now Kelly has been charged with turning around the office in Cork, Ireland, another trouble spot. The company has received
numerous reports of the staff leaving the office unattended. When Kelly arrived, he found that even when present, the staff often
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spent their days socializing or conducting personal business on their mobile phones. Again, he observed their behaviors using
surveillance cameras. He issued written reprimands to six staff members based on the first day of video alone.

Much to Kelly's surprise and chagrin, he and the company are now under investigation by the Data Protection Commissioner of
Ireland for allegedly violating the privacy rights of employees. Kelly was told that the company's license for the cameras listed facility
security as their main use, but he does not know why this matters. He has pointed out to his superiors that the company's training
programs on privacy protection and data collection mention nothing about surveillance video.

You are a privacy protection consultant, hired by the company to assess this incident, report on the legal and compliance issues, and
recommend next steps.

Knowing that the regulator is now investigating, what would be the best step to take?

A. Use your background and knowledge to set a course of action.

B. If you know the organization is guilty, advise it to accept the punishment.
C. Consult an attorney experienced in privacy law and litigation.

D. Negotiate the terms of a settlement before formal legal action takes place.

ER: C

8 #247

Under which circunmstances would people who work i human resources be considered a secondary audience for privacy metrics?

A. They do not interface with the financial office

B. They do not receive training on privacy issues

C. They do not have privacy policy as their main task

D. They do not have frequent interactions with the public

ZR: C
fRRER

People who work in human resources would be considered a secondary audience for privacy metrics if they do not have privacy
policy as their main task. A secondary audience is a group of stakeholders who are indirectly involved or affected by the privacy
program, but do not have primary responsibility or authority over it. They may use privacy metrics to support their own functions or
objectives, such as hiring, training, or compliance. Reference: IAPP CIPM Study Guide, page 23.
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SCENARIO

Please use the following to answer the next QUESTION:

It's just what you were afraid of Without consulting you, the information technology director at your organization launched a new
initiative to encourage employees to use personal devices for conducting business. The initiative made purchasing a new, high-
specification laptop computer an attractive option, with discounted laptops paid for as a payroll deduction spread over a year of
paychecks. The organization is also paying the sales taxes. It's a great deal, and after a month, more than half the organization's
employees have signed on and acquired new laptops. Walking through the facility, you see them happily customizing and comparing
notes on their new computers, and at the end of the day, most take their laptops with them, potentially carrying personal data to their
homes or other unknown locations. It's enough to give you data- protection nightmares, and you've pointed out to the information
technology Director and many others in the organization the potential hazards of this new practice, including the nevitability of
eventual data loss or theft.

Today you have in your office a representative of the organization's marketing department who shares with you, reluctantly, a story
with potentially serious consequences. The night before, straight from work, with laptop in hand, he went to the Bull and Horn Pub
to play billiards with his friends. A fine night of sport and socializing began, with the laptop "safely" tucked on a bench, beneath his
jacket. Later that night, when it was time to depart, he retrieved the jacket, but the laptop was gone. It was not beneath the bench or
on another bench nearby. The waitstaff had not seen it. His friends were not playing a joke on him. After a sleepless night, he
confirmed it this morming, stopping by the pub to talk to the cleanup crew. They had not found it. The laptop was missing. Stolen, it
seens. He looks at you, embarrassed and upset.

Youask himif the laptop contains any personal data from clients, and, sadly, he nods his head, yes. He believes it contains files on
about 100 clients, including names, addresses and governmental identification numbers. He sighs and places his head in his hands in
despair.

In order to determine the best course of action, how should this incident most productively be viewed?

e A. As the premeditated theft of company data, until shown otherwise.
¢ B. As a potential compromise of personal information through unauthorized access.



¢ C. As the accidental loss of personal property containing data that must be restored.
¢ D. As an incident that requires the abrupt initiation of a notification campaign.
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This answer recognizes the risk of data breach that may result from the loss of the laptop, as it may expose the personal information
of the clients to unauthorized or unlawful processing. A data breach is defined as a security incident that leads to the accidental or
unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise
processed. A data breach may have serious consequences for the individuals whose data is compromised, such as identity theft,
fraud, discrimination, financial loss or reputational damage. Therefore, it is important to view this incident as a potential compromise
of personal information and take appropriate measures to contain, assess and mitigate the impact of the breach. Reference: IAPP
CIPM Study Guide, page 86; ISO/IEC 27002:2013, section 16.1.1

i RE #249
All of the following are access control measures required by the Payment Card Industry Data Security Standard (PCI DSS)
EXCEPT?

A. Restrict physical access to cardholder data.

B. Update antivirus software before granting access.

C. Restrict access to cardholder data by business need-to-know.
D. Assign a unique ID to each person with computer access.

ZX: B
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Comprehensive and Detailed Explanation:

The PCI DSS establishes security measures for protecting cardholder data. While updating antivirus software is a security best
practice, it is not an access control requirement under PCI DSS.

* Option A (Restrict physical access to cardholder data) is required to prevent unauthorized access.

* Option C (Assign a unique ID to each person with computer access) is required to track user actions.

* Option D (Restrict access to cardholder data by business need-to-know) ensures only authorized individuals access sensitive
information.

* Option B (Update antivirus software before granting access) is a security measure but is not classified as an access control
requirement under PCI DSS.

Reference:PCI DSS Official Documentation, Requirement 8: Identify and Authenticate Access to System Components.

R 8 #250
Which of'the following is NOT recommended for effective Identity Access Management?

A. Demographics.

B. User responsibility.

C. Unique user IDs.

D. Credentials (e.g.. password).

BEE: A
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Identity and Access Management (IAM) is a process that helps organizations secure their systens and data by controlling who has
access to them and what they can do with that access. Effective IAM includes a number of best practices, such as:

* Unique user IDs: Each user should have a unique ID that is used to identify them across all systems and applications.

* Credentials: Users should be required to provide authentication credentials, such as a password or biometric data, in order to
access systens and data.

* User responsibility: Users should be made aware of their responsibilities when it comes to security, such as the need to keep their
passwords secret and the importance of reporting suspicious activity.

Demographics refers to the statistical characteristics of a population, such as age, gender, income, etc. While demographic data may
be collected and used for various purposes, it is not a recommended practice for effective IAM. Demographic data is not a reliable
method of identification or authentication, and it is not used to provide access to systens and data.

References:
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