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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q353-Q358):

NEW QUESTION # 353
You need to transfer configuration files to a router across an unsecured network.

‘Which protocol should you use to encrypt the files in transit?

o A. Telnet
e B.TFTP
e C.HTTP
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e D.SSH
Answer: D

Explanation:

The CCST Cybersecurity Study Guide highlights that SSH (Secure Shell) provides encrypted communication for secure remote
access and file transfer (using SCP or SFTP) over unsecured networks. This ensures confidentiality and integrity of the files in transit.
"SSH encrypts all data exchanged between client and server, protecting credentials and file contents from interception. It is the
preferred protocol for secure device management and file transfers across untrusted networks." (CCST Cybersecurity, Basic
Network Security Concepts, Secure Remote Management section, Cisco Networking Academy) A (Telnet) transmits data in
plaintext.

B (HTTP) is unencrypted web traffic.

C (TFTP) is a simple, insecure file transfer protocol without encryption.

D is correct: SSH secures configuration file transfers across insecure networks.

NEW QUESTION # 354
Why is it important to regularly update software and firmware in a network or system?

A. To patch known vulnerabilities and security flaws.

B. To improve the performance of the network or system
C. To ensure compatibility with different devices.

D. To prevent vulnerabilities from being discovered.

Answer: A

Explanation:

Regularly updating software and firmware in a network or systemis crucial to patch known vulnerabilities and security flaws.
Software vendors frequently release updates to address any identified vulnerabilities and provide necessary security patches. By
keeping systems up to date, organizations can mitigate the risk of exploitation through known vulnerabilities.

NEW QUESTION # 355
What is one of the ethical principles that guide the code of ethics for cybersecurity professionals?

A. Discrimination
B. Impersonation
C. Confidentiality
D. Anonymity

Answer: C

Explanation:

Confidentiality is one of the key ethical principles for cybersecurity professionals. It requires professionals to respect the privacy of
individuals and organizations by keeping sensitive information secure and not disclosing it without proper authorization. This helps
build trust and ensures the protection of confidential data.

NEW QUESTION # 356
Which of the following features of the Cisco Identity Services Engine (ISE) allows network administrators to define policies for
controlling access to network resources based on user identities and user or group attributes?

A. Identity Firewall
B. TrustSec

C. Profiling
D. Network Access Profiles

Answer: C

Explanation:
Option 1: Network Access Profiles: Network Access Profiles in Cisco ISE define the behavior of network devices when they are



accessed by authenticated users. They are a set of policies that determine how network resources are allocated to users or user
groups, and what level of access they have.

Option 2: Identity Firewall: Cisco ISE's Identity Firewall feature enables network admmnistrators to apply firewall policies based on
user identities. It allows for granular control over network access and can enforce allow, deny, or redirect actions based on user
attributes.

Option 3: Profiling: This is the correct answer. Cisco ISE's Profiling feature is used to dynamically classify endpoints connecting to
the network based on their characteristics, such as their MAC addresses, IP addresses, and DHCP options. This information is then
used to enforce access policies.

Option 4: TrustSe TrustSec is a Cisco security solution that provides secure access control across the network infrastructure. While
TrustSec is related to identity and access management, it is not a feature of Cisco ISE specifically.

NEW QUESTION # 357
Which of the following updates improve the functionality and security of installed software?

A. Device drivers

B. Windows Update
C. Application updates
D. Firmware updates

Answer: C

Explanation:

Application updates refer to updates released by software vendors to improve the functionality, fix bugs, and address security
vulnerabilities in their applications. Regularly updating applications is crucial to ensure that the latest security patches and
enhancements are applied, reducing the risk of exploitation by attackers.
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