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GIAC Cloud Security Automation 58 X GCSA & Bk [ &8 (Q128-Q133):

B #128
In the context of GCSA, what role does Infrastructure as Code (IaC) play in cloud security?
Response:

A. It increases the dependency on manual interventions.
B. It enhances the physical security of cloud servers.

C. It reduces the flexibility of cloud resources.
D. It enables the automated setup and maintenance of cloud environments.

F
R

: D

BR #129
What are two key security controls for managing secrets in Kubernetes?

(Choose Two)
Response:
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A. Storing secrets in encrypted form

B. Storing secrets in plain text

C. Hardcoding secrets in application containers

D. Using third-party secret management tools like HashiCorp Vault

Eﬁ: A\ D

M #130
In the context of microservice security, what is an "attack surface'?
Response:

A. All the points where an unauthorized user can try to enter data to or extract data from an environment
B. The total number of users who can access the microservices

C. The code libraries used in the microservices

D. The physical location where the application is hosted

EfE: A

HM #131

Which two actions can be performed using automated remediation tools?
(Choose Two)

Response:

A. Manually nvestigating security breaches
B. Revoking compromised user credentials
C. Automatic patch management

D. Disabling network firewalls

Ef#: B. C

B #132

What are two common attack vectors in microservice architectures?
(Choose Two)

Response:

A. Service discovery vulnerabilities

B. Compromised application containers
C. Denial of Service (DoS) attacks

D. Cross-service data leakage

IEf#E: AL D
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