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NEW QUESTION # 128
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A utility failure causes a workstation to immediately shut down. Which of the following would help prevent this from reoccurring?

A. Line voltage regulator

B. Surge suppressor

C. Uninterruptible power supply
D. Redundant PSU

Answer: C

Explanation:

A "utility failure" implies a power interruption (brownout/blackout). The device that prevents an immediate shutdown during an
outage is a UPS . Quentin Docter explains that a UPS stores energy in batteries and "if the power fails, the batteries can power the
computer for a period of time so that the administrator can then safely power it down." He further notes UPS devices also protect
against "power sags and even power outages" and may work with operating systens to shut down safely and automatically.

Mike Meyers' Lab Manual echoes the same: a UPS "continues to supply AC power to your computer during both brownouts and
blackouts via a battery that is charged from the AC current." A surge suppressor is mainly for voltage spikes, not sustained backup
power. A redundant PSU helps only if one PSU fails inside the system, and Docter explicitly states it "can't keep the systemup and
running if there is a power outage." Therefore, the best answer is B .

NEW QUESTION # 129
Which of the following security measures addresses the issue of information exfiltration?

A. SAML
B. DLP
C.IAM
D. MDM

Answer: B

Explanation:

The correct answer is A. DLP (Data Loss Prevention), because DLP solutions are specifically designed to detect, monitor, and
prevent unauthorized transmission of sensitive data outside an organization.

Information exfiltration occurs when confidential data is improperly transferred, leaked, or stolen, either intentionally or accidentally.
According to the Quentin Docter - CompTIA A+ Complete Study Guide, DLP technologies enforce policies that restrict how data
can be shared via emnail, cloud services, removable media, or network transfers.

DLP systens can block, quarantine, or alert admnistrators when sensitive data patterns-such as credit card numbers or personal
identifiers-are detected leaving the organization.

The Travis Everett & Andrew Hutz - All-in-One Exam Guide explains that DLP focuses on data protection, not user authentication
or device management. While IAM controls access to resources and MDM manages mobile devices, neither directly prevents data
from being exfiltrated once access is granted.

The Mike Meyers / Mark Soper Lab Manual reinforces that SAML is an authentication framework and does not monitor data
movement.

Because the question specifically addresses nformation exfiltration, the security control designed to prevent it is Data Loss
Prevention, making A the correct answer.

NEW QUESTION # 130
An administrator requires information about a server to identify the product owner and whether it has any business-critical services.
Which of the following can the administrator refer to in order to find this information?

A. EULA
B. SLA
C. SOp
D. CMDB

Answer: D

Explanation:
A CMDB (Configuration Management Database) contains details about IT assets, including product ownership and business-critical
service status.



NEW QUESTION # 131
A user wants to use several used computers to set up a low-cost lab at home to study and test scripts for managing servers. Which
of the following would be the best operating system choice?

A. Linux

B. ChromeOS
C. macOS

D. Windows

Answer: A

Explanation:

Linux is the best choice for a low-cost home lab built fromused PCs because it is free/open source and widely used in server
environments, making it ideal for practicing server administration and scripting. Quentin Docter explains that Linux was created as a
free, open source OS and that it can finction as both a workstation OS and a server OS depending on installation and configuration-
exactly what a lab for

"managing servers' needs. The All-in-One guide also highlights that Linux was made "freely available for everyone," reinforcing why
it fits a low-cost requirement (no licensing cost). Mike Meyers' Lab Manual similarly describes Linux as a "popular, free, open
source" OS and emphasizes the importance of the command line-critical for scripting and automation in admin tasks.

By comparison, macOS requires Apple hardware, Windows typically requires licensing costs, and ChromeOS is designed as a
cloud-based/stateless OS centered on web apps and Google Drive, making it less suitable for broad server scripting labs.
References: Quentin Docter - CompTIA A+ Complete Study Guide (Linux free/open source; Linux as workstation/server;
ChromeOS cloud-based); Travis Everett & Andrew Hutz - CompTIA A+ All-in-One Exam Guide (Linux made freely available;
licensing context); Mark Soper - Mike Meyers' A+ Lab Manual (Linux free/open source; CLI importance for techs/scripting).

NEW QUESTION # 132
Which of'the following is the most secure method of preventing someone from accessing a cell phone?

A. Pattern

B. Passphrase
C.PIN

D. Swipe

Answer: B

Explanation:
A passphrase is typically longer and more complex than a PIN, swipe, or pattern, making it the most secure method for preventing
unauthorized access to a cell phone.

NEW QUESTION # 133
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