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A Network Administrator and Storage team are deploying a VCF Workload Domain with vSAN Data Protection configured for
"Remote Replication" to a secondary cluster.
The security policy mandates Data-at-Rest Encryption for all production VMs.
```
# SPBM Policy: "Prod-Encrypted-DP"
[Capabilities]
Host.FailuresToTolerate: 1 (RAID-1)
Data.Encryption: Enabled (KMS-Prod)
DataProtection.RemoteTarget: "Sec-Site-Cluster"
DataProtection.RPO: 30 minutes
```
A VM is instantiated with this policy. A remote snapshot is successfully taken and replicated to the Sec- Site-Cluster.
How does the interaction between vSAN Native Encryption, SPBM, and Data Protection snapshots function to secure the data at
the secondary site? (Select all that apply.)

A. The SPBM policy ensures that the replicated snapshot object on the secondary site inherits the equivalent "Encrypted"
storage capability, assuming the target datastore has vSAN encryption enabled.
B. The snapshot payload is decrypted on the source site, transferred over the network in cleartext, and re-encrypted on the
target site using the secondary cluster's local KMS key.
C. vSAN Native Encryption is a datastore-level setting; the snapshots residing on the secondary cluster are protected by the
encryption key specific to the *target* datastore, not the source VM's key.
D. The snapshot data remains in its native, block-level format during replication; therefore, if vSAN Data- in-Transit (DiT)
encryption is enabled between sites, the traffic is secured regardless of the VM's storage policy.

Answer: A,C,D

NEW QUESTION # 83 
An Operations Engineer is managing a VCF Stretched Cluster configured with "Dual Site Mirroring" across Site A and Site B, plus a
Witness.
A severe network failure causes "Total Site Isolation" at Site A. Site A completely loses network connectivity to BOTH Site B (the
ISL drops) AND the remote Witness Appliance. Site A retains power and local networking.
```
# vSAN Unicast Agent Status (Post-Failure Snapshot)
Site A Hosts -> Can only ping Site A Hosts.
Site B Hosts -> Can ping Site B Hosts AND Witness.
```
How do the Unicast Partition Groups and vSphere HA mechanics interact to resolve this specific Disaster Recovery scenario?
(Select all that apply.)

A. Site B and the Witness form the majority Partition Group (66% of votes). The DOM verifies quorum and makes the Site B
data active.
B. Virtual machines on Site A will continue to run normally using their local SSD cache to absorb writes indefinitely until the
network is restored.
C. vSphere HA detects that Site A's VMs have lost their datastore and network, triggering a cold restart of all Site A Virtual
Machines onto the surviving compute hosts at Site B.
D. Site A forms its own local Partition Group, but because it holds less than 50% of the votes (no Site B, no Witness), DOM
strips quorum, locking all storage access for the VMs on Site A.
E. The vCenter Server automatically forces the Witness Appliance to migrate to Site A to re-establish quorum.

Answer: A,C,D

NEW QUESTION # 84 
An L3 Support Engineer is replacing a failed NVMe drive on a vSAN ESA host in a VCF Workload Domain.
The engineer physically swaps the failed drive with a brand new, enterprise-grade 7.68 TB NVMe device.
However, SDDC Manager and vCenter refuse to automatically claim the drive into the vSAN Storage Pool.
The engineer checks the Ruby vSphere Console (RVC) output:
```
[RVC Output: vsan.disks_stats ~cluster]



+-------------+----------+-----------+------------+-------------------------------------+
| Device Name | Status | State | Capacity | HCL Compliance |
+-------------+----------+-----------+------------+--------------------------------------+
| naa.5000a...| In-Use | OK | 3.84 TB | Yes |
| naa.5000b...| In-Use | OK | 3.84 TB | Yes |
| naa.5000x...| Unclaimed| Eligible | 7.68 TB | No (Firmware) |
+-------------+----------+-----------+------------+--------------------------------------+
```
What combination of root cause analysis and procedural steps is required to successfully integrate this new drive and restore the
cluster to full health? (Select all that apply.)

A. The vSAN HCL (Hardware Compatibility List) database on the vCenter Server is outdated and does not recognize the
firmware signature of the newly manufactured NVMe drive.
B. The new 7.68 TB drive is incompatible with the existing 3.84 TB drives; ESA requires all drives in a pool to be of identical
capacity.
C. Once the HCL database is updated and the firmware is recognized as compliant, the administrator must manually claim the
disk into the storage pool, as ESA does not auto-claim post-failure.
D. The host must be rebooted into Maintenance Mode to allow the NVMe driver module to initialize the new device paths.
E. The engineer must manually download and update the vSAN HCL database JSON file in vCenter Server to clear the
compliance blocker.

Answer: A,C,E

NEW QUESTION # 85 
An Infrastructure Manager imports a configuration from the vSAN Sizer tool to deploy a new 4-node vSAN cluster in SDDC
Manager. The Sizer projected that the cluster would have 40 TB of usable capacity after FTT=1 (RAID-1) mirroring.
However, immediately after SDDC Manager provisions the cluster, the capacity view shows significantly less available space for
actual virtual machines than projected.
```
[SDDC Manager - vSAN Capacity View (Post-Deployment)]
Total Raw Capacity: 80.0 TB
Total Usable (RAID-1): 40.0 TB
Operations Reserve (Slack): 4.0 TB
Host Rebuild Reserve: 10.0 TB
Free Space for VMs: 26.0 TB
```
Which TWO factors explain the discrepancy between the "Sizer Projected Usable Space" and the actual
"Free Space for VMs" available post-deployment? (Choose 2.)

A. The Sizer tool assumes thin provisioning, but SDDC Manager defaults to thick provisioning for the management virtual
machines.
B. The Host Rebuild Reserve (10.0 TB) is actively withheld by vSAN to ensure the cluster can auto- rebuild if one of the four
hosts fails permanently.
C. The 40 TB projection assumed RAID-5, but SDDC Manager forcibly applied RAID-1, halving the capacity.
D. The Operations Reserve (Slack Space) is explicitly fenced off to accommodate transient capacity needs for VM
snapshots, vMotion, and component merges.

Answer: B,D

NEW QUESTION # 86 
A SOC Analyst is investigating a massive CPU utilization spike on a VCF 9.0 ESXi host immediately after a Supplemental NFS
v4.1 Datastore was mounted. The principal storage is vSAN ESA.
```
[Log Snippet: vmkernel.log - ESXi Host]
2026-11-20T11:00:00Z INFO tcp_ip - [NFS] IP Fragmentation event detected.
2026-11-20T11:00:05Z WARN cpu_sched - [Hostd] CPU 01 saturation: 99% (Processing network interrupts).
```
The Physical Network switch is configured for standard MTU 1500.



What is strictly causing this configuration to cripple the ESXi host CPU, assuming the storage traffic is high volume? (Select all that
apply.)

A. The fragmentation and subsequent reassembly of massive NFS payload data consumes astronomical amounts of ESXi
CPU cycles (Interrupt Requests), starving the hostd management agent and the vSAN DOM of compute resources.
B. The ESXi host automatically triggers a "Deep Rekey" operation when MTU mismatches are detected to ensure the
fragmented packets remain encrypted.
C. The CPU is consumed by the Top-of-Rack switch's native ASIC routing protocol.
D. Because the host is sending 9000-byte packets and the physical switch only supports 1500-byte packets, the ESXi
network stack is forced to violently fragment every storage packet into 6 smaller packets.
E. The VMkernel port used for the NFS datastore was mistakenly configured with MTU 9000 (Jumbo Frames).

Answer: A,D,E

NEW QUESTION # 87
......
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