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%| &l GIAC Certification GDAT F 2 M ZE A (Q139-Q144):

AE #139
Which of'the following is a key technical control that should be considered when conducting adversary emulation?
Response:

A. All of the above

B. Continuous integration and continuous deployment practices
C. Data encryption at rest and in transit

D. Regular software updates and patch management
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EE #140
Which of the following are benefits of effective patch management strategies?
Response:

A. Preventing data loss

B. Enhancing the functionality of software

C. Minimizing downtime due to software failures
D. Reducing the risk of security breaches
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AE #141
What is the main objective of threat hunting in cybersecurity?
Response:

A. To proactively search for and mitigate potential threats
B. To monitor network traffic passively

C. To deploy antivirus solutions

D. To respond to data breaches
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A2 #142
Discuss the advantages of using steganography for data exfiltration.
Response:

A. Leaves no trace on network security devices

B. Can transfer large volumes of data quickly

C. Difficult to detect without awareness of the specific technique used
D. Requires minimal technical skill to implement
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AE #143

Which strategies can help prevent privilege escalation attacks in an Active Directory environment?
(Choose two)

Response:

A. Using antivirus software

B. Disabling PowerShell on user machines
C. Conducting regular privilege audits

D. Implementing multi- factor authentication
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