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最新的 Certified Threat Intelligence Analyst 312-85 免費考試真題 (Q17-
Q22):
問題  #17 
Karry, a threat analyst at an XYZ organization, is performing threat intelligence analysis. During the data collection phase, he used a
data collection method that involves no participants and is purely based on analysis and observation of activities and processes going
on within the local boundaries of the organization.
Identify the type of data collection method used by Karry.

A. Active data collection
B. Exploited data collection
C. Passive data collection
D. Raw data collection

答案：C

解題說明：
The described approach-non-intrusive observation without direct interaction or participants-matches the Passive Data Collection
method.
Passive Data Collection involves monitoring and gathering data from systems, logs, and networks without actively probing or
influencing them. It is commonly used within organizational boundaries to observe normal operations, network flows, and user
behaviors.
Why the Other Options Are Incorrect:
* A. Exploited data collection: Involves data derived from external sources or compromised systems.
* B. Active data collection: Requires interaction with the environment, such as scanning or probing.
* C. Raw data collection: Refers to gathering unprocessed data, not necessarily passive.
Conclusion:
Karry used the Passive Data Collection method, which relies on observation and non-intrusive monitoring.
Final Answer: D. Passive data collection
Explanation Reference (Based on CTIA Study Concepts):
CTIA defines passive collection as observing and recording ongoing activities within an environment without direct engagement or
disruption.

問題  #18 
Sarah is a security operations center (SOC) analyst working at JW Williams and Sons organization based in Chicago. As a part of
security operations, she contacts information providers (sharing partners) for gathering information such as collections of validated
and prioritized threat indicators along with a detailed technical analysis of malware samples, botnets, DDoS attack methods, and
various other malicious tools. She further used the collected information at the tactical and operational levels.
Sarah obtained the required information from which of the following types of sharing partner?

A. Providers of threat data feeds
B. Providers of threat indicators
C. Providers of threat actors
D. Providers of comprehensive cyber-threat intelligence

答案：D

解題說明：
The information Sarah is gathering, which includes collections of validated and prioritized threat indicators along with detailed
technical analysis of malware samples, botnets, DDoS methods, and other malicious tools, indicates that she is obtaining this
intelligence from providers of comprehensive cyber-threat intelligence.
These providers offer a holistic view of the threat landscape, combining tactical and operational threat data with in-depth analysis
and context, enabling security teams to make informed decisions and strategically enhance their defenses.References:
* "Cyber Threat Intelligence Providers: How to Choose the Right One for Your Organization," by CrowdStrike
* "The Role of Comprehensive Cyber Threat Intelligence in Effective Cybersecurity Strategies," by FireEye
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問題  #19 
Alison, an analyst in an XYZ organization, wants to retrieve information about a company's website from the time of its inception as
well as the removed information from the target website.
What should Alison do to get the information he needs.

A. Alison should recover cached pages of the website from the Google search engine cache to extract the required website
information.
B. Alison should use SmartWhois to extract the required website information.
C. Alison should use https://archive.org to extract the required website information.
D. Alison should run the Web Data Extractor tool to extract the required website information.

答案：C

問題  #20 
Henry. a threat intelligence analyst at ABC Inc., is working on a threat intelligence program. He was assigned to work on
establishing criteria for prioritization of intelligence needs and requirements.
Which of the following considerations must be employed by Henry to prioritize intelligence requirements?

A. Understand data reliability
B. Produce actionable data
C. Understand frequency and impact of a threat
D. Develop a collection plan

答案：C

解題說明：
When prioritizing intelligence requirements, it is crucial to understand the frequency and impact of various threats. This approach
helps in allocating resources effectively, focusing on threats that are both likely to occur and that would have significant consequences
if they did. By assessing threats based on these criteria, Henry can ensure that the threat intelligence program addresses the most
pressing and potentially damaging threats first, thereby enhancing the organization's security posture. This prioritization is essential for
effective threat management and for ensuring that the most critical threats are addressed promptly.References:
* "Cyber Threat Intelligence: Prioritizing and Using CTI Effectively," by SANS Institute
* "Threat Intelligence: What It Is, and How to Use It Effectively," by Gartner

問題  #21 
Steve is working as an analyst for Highlanders & Co. While performing data analysis, he used a method in which he included a list of
all activities required to complete the project, time, dependencies, and logical endpoints such as milestones to acquire information
about the relationship between various activities and the period of the activities obtained.
Which of the following data analysis methods was used by Steve?

A. Cone of plausibility
B. Timeline analysis
C. Critical path analysis
D. Analogy analysis

答案：C

解題說明：
The method described involves analyzing activities, timeframes, dependencies, and milestones to understand project flow and
relationships. This is known as Critical Path Analysis (CPA).
Critical Path Analysis helps identify the sequence of crucial tasks that determine the overall project duration.
In the context of threat intelligence, it assists analysts in mapping adversary activities or operational timelines to determine key steps
and dependencies in attack campaigns.
Why the Other Options Are Incorrect:
* B. Timeline analysis: Focuses on chronological sequencing of events, not dependency or duration analysis.
* C. Cone of plausibility: Used for scenario modeling and forecasting possible outcomes.
* D. Analogy analysis: Compares new situations to historical cases, not time-dependent task mapping.



Conclusion:
Steve applied Critical Path Analysis to determine activity dependencies and durations.
Final Answer: A. Critical path analysis
Explanation Reference (Based on CTIA Study Concepts):
CTIA defines CPA as a structured approach for mapping and analyzing sequences of dependent activities or events.
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