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HM #83
What is the primary purpose of analyzing loops in a malware sample?

A. To determine the payload's execution frequency

B. To quantify the malware's size

C. To detect the presence of cryptographic routines

D. To understand the conditions for the malware's persistence or termination

Ef#: D

H #84
What is one of the primary purposes of misdirection techniques used by malware?

A. To confuse reverse engineers by obfuscating the code flow
B. To evade antivirus signatures

C. To increase execution speed

D. To establish persistent network connections

Ef: A
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HH #85
In reverse engineering .NET malware, what does dynamic analysis allow you to observe?

A. The static set of APIs called by the application

B. How the application interacts with its environment in real-time
C. The source code m its original high-level language

D. The file size and checksum

IEf#: B

M #86
Which of the following best describes the process of unpacking malware?

A. Extracting the payload from a dropper or downloader
B. Removing obfuscation layers to reveal the actual code
C. Converting malware binaries to source code

D. Scanning the malware with multiple antivirus products

Ef#: B

HP #87
You see a PE section with very high entropy and no readable strings. What is the MOST likely condition?

A. Debug symbols stripped
B. Packed payload
C. System misconfiguration
D. DLL sideloading
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