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HA #107
(Which of the following describes the method in which data is encrypted first with an encryption key and then wrapped by a
managed root key?)

e A. Symmetric encryption
¢ B. Envelope encryption

e (. DEK-based encryption
¢ D. Asymmretric encryption

IEf#: B
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The correct answer is D. Envelope encryption. CompTIA DataSys+ describes envelope encryption as a key management and data
protection method that combines the efficiency of symmetric encryption with the security and manageability of hierarchical key
structures. In this approach, data is first encrypted using a data encryption key (DEK), and then the DEK itself is encrypted (or
"wrapped") using a key encryption key (KEK), often referred to as a managed root key.

Envelope encryption is widely used in enterprise database systems and cloud platforns because it provides strong security while
simplifying key rotation and management. Encrypting large volumes of data directly with a root or master key would be inefficient
and risky. Instead, DataSys+ explains that symmetric DEKSs are used for fast data encryption, while the root key is used only to
protect the DEKs. Ifa root key must be rotated or compromised, only the wrapped DEKs need to be re-encrypted-not the
underlying data.

Option A, asymmetric encryption, uses public and private key pairs but is computationally expensive and not typically used to
encrypt large datasets directly. Option B, DEK-based encryption, is incomplete because it describes only the use of data encryption
keys and does not account for the additional wrapping layer that defines envelope encryption. Option C, symmetric encryption,
correctly describes how data is encrypted but does not include the managed key hierarchy required by the question.

CompTIA DataSys+ emphasizes envelope encryption as a best practice for data-at-rest protection, particularly in environments that
require compliance, auditing, and centralized key management. It is commonly implemented using hardware security modules
(HSMs) or cloud key management services.

Therefore, the method where data is encrypted with a DEK and then wrapped with a managed root key is envelope encryption,
making option D the correct and fully verified answer.

M #108
(Which of the following are ORM tools? Select two.)

A. Entity Framework
B. XML

C. Hibernate

D. PHP

E. PL/SQL

F. T-SQL

Ef#: AL C
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The correct answers are C. Entity Framework and E. Hibernate. CompTIA DataSys+ defines Object- Relational Mapping (ORM)
tools as software frameworks that allow developers to interact with relational databases using object-oriented programming
concepts instead of writing raw SQL queries. ORM tools map database tables to application objects, rows to object instances, and
columns to object attributes, simplifying database access and improving developer productivity.

Entity Framework is a widely used ORM tool in the Microsoft ecosystem, commonly paired with .NET applications. It enables
developers to define data models in code and allows the framework to automatically generate SQL queries, manage relationships,
and handle CRUD (Create, Read, Update, Delete) operations.

DataSys+ highlights ORM tools like Entity Framework as a way to reduce repetitive SQL coding while maintaining consistency and
abstraction between application logic and the database layer.

Hibernate is a popular ORM framework used primarily in Java-based applications. Similar to Entity Framework, Hibernate manages
database interactions by mapping Java objects to relational database structures. It handles SQL generation, transaction management,
and caching, making it a core example of an ORM solution referenced in DataSys+ learning objectives.

Option A, PL/SQL, and option D, T-SQL, are procedural SQL languages, not ORM tools. They are used to write stored
procedures, functions, and scripts that execute directly within the database. Option B, XML, is a data format used for data
representation and exchange, not for object-relational mapping. Option F, PHP, is a general-purpose programming language that
can use ORM tools but is not itselfan ORM framework.

CompTIA DataSys+ emphasizes understanding the distinction between database languages, programming languages, and
abstraction frameworks like ORMs. Entity Framework and Hibernate clearly fit the definition of ORM tools by bridging object-
oriented applications and relational databases.

Therefore, the correct and filly verified answers are C and E.

ZR #109
A database professional is considering denormalizing a database. Which of the following documents should be used to analyze the
database's structure?



e A.SOP
e B. Data dictionaries
¢ C. UML diagrams

e D. ERD
Ef#: D
fR:

The document that should be used to analyze the database's structure is an ERD. An ERD, or Entity Relationship Diagram, is a
graphical representation of the entities (tables), attributes (columns), and relationships (constraints) in a database. An ERD helps to
visualize the structure and design of the database, as well as the dependencies and associations among the tables. An ERD can also
help to evaluate the level of normalization of the database, which is a process that organizes data into tables and columns to reduce
redundancy and improve consistency. By using an ERD, a database professional can consider denormalizing a database, which is a
process that infroduces some redundancy or duplication of data to improve performance or simplify queries.

The other options are either different types of documents or not related to the database's structure. For example, an SOP, or
Standard Operating Procedure, is a document that describes the steps and procedures for performing a specific task or operation; a
data dictionary is a document that describes the metadata (information about data) of a database; a UML diagram is a graphical
representation of a software system or its components using the Unified Modeling Language (UML).

H #110
A programmer wants to configure a database to only allow read or write access when requests are coming from specific IP

addresses. Which of the following can be used to configure IP addresses to allow access to the database?

A. Static IP address

B. DNS

C. Dynamic IP address
D. Firewall

Ef#: D
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The best option to configure IP addresses to allow access to the database is a firewall. A firewall is a network device or software
that controls the incoming and outgoing traffic based on a set of rules or policies. A firewall can be used to filter the traffic by IP
addresses, ports, protocols, or other criteria, and allow or deny access to the database accordingly. The other options are either not
relevant or not sufficient for this task. For example, a static IP address is an IP address that does not change over time, but it does
not determine the access to the database; a dynamic IP address is an IP address that changes periodically, but it does not control the
traffic to the database; an IDNS is an Internet Domain Name System, which translates domain names into IP addresses, but it does
not regulate the access to the database.

R #111
A database administrator is concerned about transactions in case the system fails. Which of the following properties addresses this
concern?

A. Isolation

B. Durability
C. Atomicity
D. Consistency

EfE: B
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The property that addresses this concern is durability. Durability is one of the four properties (ACID) that ensure reliable
transactions in a database system Durability means that once a transaction has been committed, its effects are permanent and will
not be lost in case of system failure, power outage, crash, etc.

Durability can be achieved by using techniques such as write-ahead logging, checkpoints, backup and recovery, etc. The other
options are either not related or not specific to this concem. For example, isolation means that concurrent transactions do not
nterfere with each other and produce consistent results; atomicity means that a transaction is either executed as a whole or not at all;
consistency means that a transaction preserves the validity and integrity of the data. References: CompTIA DataSys+ Course
Outline, Domain 1.0 Database Fundamentals, Objective 1.3 Given a scenario, identify common database issues.
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