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¢ Encryption as a Service: This section of the exam measures the skills of Cryptography Specialists and
focuses on Vault’s encryption capabilities. Candidates will learn how to encrypt and decrypt secrets using

FH 1 the transit secrets engine, as well as perform encryption key rotation. These concepts ensure secure data

transmission and storage, protecting sensitive information from unauthorized access.

e Vault Leases: This section of the exam measures the skills of DevOps Engineers and covers the lease

mechanism in Vault. Candidates will understand the purpose of lease IDs, renewal strategies, and how to
FH 2 revoke leases effectively. This section is crucial for managing dynamic secrets efficiently, ensuring that
temporary credentials are appropriately handled within secure environments.

e Vault Deployment Architecture: This section of the exam measures the skills of Platform Engineers and
focuses on deployment strategies for Vault. Candidates will learn about self-managed and HashiCorp-
managed cluster strategies, the role of storage backends, and the application of Shamir secret sharing in the
unsealing process. The section also covers disaster recovery and performance replication strategies to
ensure high availability and resilience in Vault deployments.
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o Vault Architecture Fundamentals: This section of the exam measures the skills of Site Reliability Engineers
and provides an overview of Vault's core encryption and security mechanisms. It covers how Vault

=X 4 encrypts data, the sealing and unsealing process, and configuring environment variables for managing Vault

deployments efficiently. Understanding these concepts is essential for maintaining a secure Vault

environment.
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Your organization operates active/active applications across multiple data centers for high availability. Which Vault feature should be
used in the secondary data centers to provide local access to secrets?

A. Performance standby nodes

B. Disaster recovery cluster

C. Customized plugins for the Vault cluster
D. Performance replication cluster
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Comprehensive and Detailed In-Depth Explanation:

For active/active setups:

* D. Performance replication cluster: "Should be used in an active/active scenario to ensure applications in both data centers can
easily access Vault secrets."

* Incorrect Options:

* A: Scales single cluster, not multi-DC.

* B, C: Not suited for local access.
Reference:https//developer.hashicorp.com/vault/docs/enterprise/replication#performance-replication-and- disaster-recovery-dr-
replication

A2 #141
How does the Vault Secrets Operator (VSO) assist in integrating Kubernetes-based workloads with Vault?

A. By injecting a Vault Agent directly into the pod requesting secrets from Vault

B. By enabling a local API endpoint to allow the workload to make requests directly from the VSO
C. By using client-side caching for KVv1 and KVv2 secrets engines

D. By watching for changes to its supported set of Custom Resource Definitions (CRD)
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Comprehensive and Detailed in Depth Explanation:

The Vault Secrets Operator (VSO) integrates Kubernetes workloads with Vault by syncing secrets. Let's evaluate:

* A:VSO doesn't create a local API endpoint for direct requests; it syncs secrets to Kubernetes Secrets.

Incorrect.

* B:Client-side caching is a Vault Agent feature, not VSO's primary function. VSO can use caching, but it's not the main integration
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method. Incorrect.

* C:VSO doesn't inject Vault Agents; that's a separate Vault Agent Sidecar approach. Incorrect.

* D:VSO watches Custom Resource Definitions (CRDs) to sync Vault secrets to Kubernetes Secrets dynamically. This is its core
mechanism Correct.

Overall Explanation from Vault Docs:

"VSO operates by watching for changes to its supported set of CRDs... It synchronizes secrets from Vault to Kubernetes Secrets,
ensuring applications access them natively." Referencehttps://developer.hashicorp.com/vault/docs/platfornvk8s/vso

AE #142
You are considering using HCP Vault Dedicated but are concerned about differences between a hosted version and a self-hosted
deployment. Which of the following statements is true about HCP Vault Dedicated?

A. HCP Vault Dedicated is currently limited to a single region and cannot be deployed across multiple regions

B. HCP Vault Dedicated provides a similar experience to self-hosted Vault Enterprise because it uses the same Vault binary
¢ C. HCP Vault Dedicated can be deployed on any cloud provider, including AWS, Azure, and Google Cloud, with full multi-
cloud support

D. HCP Vault Dedicated requires different CLI commands and APIs compared to self-hosted Vault Enterprise
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Comprehensive and Detailed In-Depth Explanation:

HCP Vault Dedicated is a managed Vault service provided by HashiCorp, designed to mirror the self-hosted Vault Enterprise
experience while simplifying deployment:

* A. Same Vault Bnary: "HCP Vault Dedicated provides a similar experience to self-hosted Vault Enterprise because it uses the
same Vault binary." This ensures consistency in functionality, CLI commands, APIs, and Ul interactions, making it familiar to users
of self-hosted Vault. The documentation confirms: "HCP Vault Dedicated uses the same binary asself-hosted Vault Enterprise,
which means you will have a consistent user experience."

* Incorrect Options:

* B. Multi-Cloud Deployment: HCP Vault Dedicated is a HashiCorp-managed service, not deployable by users on any cloud
provider. "It is specifically offered as a hosted solution by HashiCorp and does not support deployment on other cloud platforms." It
currently supports AWS and Azure, but not full multi-cloud flexibility.

* C. Different CLI/APIs: The use of the same binary ensures identical CLI and API interfaces.

"Does not require different CLI commands and APIs compared to self-hosted Vault Enterprise."”

* D. Single Region Limitation: It supports muiltiple regions (e.g., North America, Asia, Europe).

"Not limited to a single region and can be deployed across multiple regions." This consistency aids adoption for organizations
transitioning to a managed solution.

Referencehttps//developer.hashicorp.com‘hcp/docs/vault/what-is-hcp-vault#why-hep- vault-dedicated

A2 #143
Which statement best explains how Vault handles data encryption?

A. Vault encrypts data using a root key stored in plain text on the server's filesystem.

B. Vault stores data in plaintext on disk but encrypts it only when transmitting it over the network.

C. Vault uses encryption to secure data at rest and in transit, using an encryption key protected by the root key.
D. Vault offloads all encryption to third-party services, so no secret data is ever processed by Vault.

He. C

=R

Comprehensive and Detailed in Depth Explanation:

Vaullt's encryption mechanismis a core security feature. The HashiCorp Vault documentation states: "When a Vault server is started,
it starts in a sealed state. In this state, Vault is configured to know where and how to access the physical storage, but doesn't know
how to decrypt any of it. Unsealing is the process of obtaining the plaintext root key necessary to read the decryption key to decrypt
the data, allowing access to the Vault." It further explains: "Vault uses encryption to secure data at rest and in transit, using an
encryption key protected by the root key." The documentation details: '"The data stored by Vauilt is encrypted using an encryption
key in the keyring.

This keyring is itself encrypted by the root key, which is protected by the unseal process (e.g., Shamir's Secret Sharing or auto-
unseal). Vault ensures data is encrypted both at rest in the storage backend and in transit over the network using TLS." Option B is



false-the root key is never stored in plaintext. Option C is incorrect- data is encrypted at rest, not just in transit. Option D is wrong-
Vault perforims encryption internally, not via third-party services. Thus, A is correct.

Reference:

HashiCorp Vault Documentation - Seal Concepts

AE #144
What type of Vault token does not have a TTL (Time to Live)?

A. Batch tokens
B. Parent tokens
C. Root tokens
D. Child tokens
E. Service tokens
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Comprehensive and Detailed in Depth Explanation:

Root tokens in Vault are unique in lacking a TTL. The HashiCorp Vault documentation states: "Non-root tokens are associated with
a TTL, which determines for how long a token is valid. Root tokens are not associated with a TTL, and therefore, do not expire." It
provides an example: "For example, notice that the value for token duration is the infinity symbol, meaning it lives forever," as seen in
a vault login output for a root token.

The docs elaborate: "Root tokens are tokens with an nfinite TTL that have the 'root’ policy attached to them

Because of their power, it is strongly recommended that they be used only as necessary and then immediately revoked when no
longer needed." In contrast:

* Child tokens (A)nherit TTLs from parents.

* Parent tokens (B)typically have TTLs unless they are root.

* Service tokens (C)have configurable TTLs for ongoing use.

* Batch tokens (E)have fixed TTLs for ephemeral tasks. Thus, D (Root tokens) is correct.

Reference:

HashiCorp Vault Documentation - Tokens: Token Time to Live
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