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HA #105
In a hybrid IDP model, why might you implement OIDC alongside SAML?

A. OIDC supports XML signatures

B. SAML does not allow MFA

C. Connector firmware only parses OIDC

D. Mobile apps often prefer OIDC tokens over SAML assertions

Ef#: D

iR
Modem native clients leverage OIDC.

M #106
A Tenant Admin wants to verify that delegated admin scopes cannot edit global authentication.
Which test confirms this?

A. Review DLP incident logs

B. Delete an unused Site

C. Impersonate a scoped admin and attempt to change IDP settings
D. Create a DNS record for test.local

Ef#: C

A -
Attempting unauthorized edit validates scope enforcement.

H #107
What happens if a Connector health check fails while streaming logs to an external SIEM?

A. The Site automatically switches to passive mode, denying all access

B. The Admin Console suspends DLP inspection to reduce load

C. Log traffic is queued locally until the Connector recovers

D. Health-check events are forwarded through alternate Connectors in the Site

Ef#: D

fi .«
Redundant Connectors within a Site continue log forwarding, maintaining access continuity.

R #108
A Connector Service Token was exposed on a public Git repo.
What is the immediate containment step?

A. Purge all Policies referencing the Connector

B. Disable SIEM streaming until new token propagates

C. Change Tenant Admin passwords

D. Revoke the token in Admin Console and rotate associated certificates

IEf@E: D
R e«

Token revocation stops unauthorized connector registration.

ZR #109
A Connector backup archive includes which two components?



A. Audit trail database

B. Connector configuration file

C. Temporary packet capture buffers
D. Site-level TLS certificate chain

Eﬁ: B\ D

R
Config and certs are backed up; captures and audit DB stored elsewhere.
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