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Salesforce MuleSoft-Integration-Architect-I Exam Syllabus Topics:

Topic Details

Topic 1
Applying DevOps Practices and Operating Integration Solutions: Its sub-topics are related to designing CI
CD pipelines with MuleSoft plugins, automating interactions with Anypoint Platform, designing logging
configurations, and identifying Anypoint Monitoring features.

Topic 2

Designing Architecture Using Integration Paradigms: This topic focuses on creating high-level integration
architectures using various paradigms. It includes API-led connectivity, web APIs and HTTP, event-driven
APIs, and message brokers, and designing Mule application using messaging patterns and technologies.

Topic 3
Designing Integration Solutions to Meet Performance Requirements: This topic covers meeting
performance and capacity goals, using streaming features, and processing large message sequences.

Topic 4
Designing Integration Solutions to Meet Security Requirements: This topic emphasizes securing access to
the Anypoint Platform and APIs, using Anypoint Security, counteracting security vulnerabilities, and
understanding audit logging capabilities.

Topic 5
Designing for the Runtime Plane Technology Architecture: It includes analyzing Mule runtime clusters,
designing solutions for CloudHub, choosing Mule runtime domains, leveraging Mule 4 class loader
isolation, and understanding the reactive event processing model.

Topic 6
Initiating Integration Solutions on Anypoint Platform: Summarizing MuleSoft Catalyst and Catalyst
Knowledge Hub, differentiating between functional and non-functional requirements, selecting features for
designing and managing APIs, and choosing deployment options are its sub-topics.
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Topic 7
Designing Integration Solutions to Meet Persistence Requirements: It addresses the usage of VM queues
and connectors, object stores and services, and stateful components configured with object stores.

Topic 8
Designing and Developing Mule Applications: It includes selecting application properties, using fundamental
features, designing with core routers, understanding the Salesforce Connector, and leveraging core
connectors.

Salesforce Certified MuleSoft Integration Architect I Sample Questions
(Q210-Q215):
NEW QUESTION # 210 
An organization is not meeting its growth and innovation objectives because IT cannot deliver projects last enough to keep up with
the pace of change required by the business.
According to MuleSoft's IT delivery and operating model, which step should the organization lake to solve this problem?

A. Switch from a design-first to a code-first approach for IT development
B. Modify IT governance and security controls so that line of business developers can have direct access to the organization's
systems of record
C. Adopt a new approach that decouples core IT projects from the innovation that happens within each line of business
D. Hire more |T developers, architects, and project managers to increase IT delivery

Answer: C

Explanation:
MuleSoft's IT delivery and operating model suggests adopting an approach that decouples core IT projects from the innovation
within each line of business. This approach, often referred to as API-led connectivity, allows different lines of business to innovate
and deliver projects independently by using reusable APIs that provide access to core systems and data. This decoupling enhances
agility, speeds up delivery, and ensures that core IT maintains control over critical systems and data while enabling rapid innovation.
References:
* API-led Connectivity: Build Your Digital Platform for Change
* MuleSoft's API-led Connectivity Approach

NEW QUESTION # 211 
An organization heeds to procure an enterprise software system to increase cross-selling opportunities and better rack prospect
data.
Which category of enterprise software has these core capabilities, when used for its typical and intended purpose?

A. IT Service Management (ITSM)
B. Business-to-Business (A2B)
C. Customer Relationship Management (CRM)
D. Supply Chain Management (SCM)

Answer: C

NEW QUESTION # 212 
An organization is sizing an Anypoint VPC to extend their internal network to Cloudhub.
For this sizing calculation, the organization assumes 150 Mule applications will be deployed among three(3) production environments
and will use Cloudhub's default zero-downtime feature. Each Mule application is expected to be configured with two(2) Cloudhub
workers.This is expected to result in several Mule application deployments per hour.

A. 10.0.0.0/22(1024IPs)
B. 10.0.0.0/24(256 IPs)
C. 10.0.0.0/23(512 IPs)
D. 10.0.0.0/21(2048 IPs)

Answer: D



Explanation:
* When you create an Anypoint VPC, the range of IP addresses for the network must be specified in the form of a Classless Inter-
Domain Routing (CIDR) block, using CIDR notation.
* This address space is reserved for Mule workers, so it cannot overlap with any address space used in your data center if you want
to peer it with your VPC.
* To calculate the proper sizing for your Anypoint VPC, you first need to understand that the number of dedicated IP addresses is
not the same as the number of workers you have deployed.
* For each worker deployed to CloudHub, the following IP assignation takes place: For better fault tolerance, the VPC subnet may
be divided into up to four Availability Zones.
* A few IP addresses are reserved for infrastructure. At least two IP addresses per worker to perform at zero-downtime.
* Hence in this scenario 2048 IP's are required to support the requirement.

NEW QUESTION # 213 
A payment processing company has implemented a Payment Processing API Mule application to process credit card and debit card
transactions, Because the Payment Processing API handles highly sensitive information, the payment processing company requires
that data must be encrypted both In-transit and at-rest.
To meet these security requirements, consumers of the Payment Processing API must create request message payloads in a JSON
format specified by the API, and the message payload values must be encrypted.
How can the Payment Processing API validate requests received from API consumers?

A. The Mule application implementation can use the Validation module to decrypt and then validate the JSON data
B. A Transport Layer Security (TLS) - Inbound policy can be applied in API Manager to decrypt the message payload and
the Mule application implementation can then use the JSON Validation module to validate the JSON data
C. The Mule application implementation can use the APIkit module to decrypt and then validate the JSON data
D. The Mule application implementation can use DataWeave to decrypt the message payload and then use the JSON
Scheme Validation module to validate the JSON data

Answer: B

Explanation:
To ensure that data is encrypted both in-transit and at-rest, and to validate incoming requests to the Payment Processing API, the
following approach is recommended:
* TLS Inbound Policy: Apply a Transport Layer Security (TLS) - Inbound policy in API Manager. This policy ensures that the data
is encrypted during transmission and can be decrypted by the API Manager before it reaches the Mule application.
* Decryption: With the TLS policy applied, the message payload is decrypted when it is received by the API Manager.
* JSON Validation: After decryption, the Mule application can use the JSON Validation module to validate the structure and
content of the JSON data. This ensures that the payload conforms to the specified format and contains valid data.
This approach ensures that data is securely transmitted and properly validated upon receipt.
References:
* Transport Layer Security (TLS) Policies
* JSON Validation Module

NEW QUESTION # 214 
An organization has implemented the cluster with two customer hosted Mule runtimes is hosting an application.
This application has a flow with a JMS listener configured to consume messages from a queue destination. As an integration architect
can you advise which JMS listener configuration must be used to receive messages in all the nodes of the cluster?

A. Use the parameter primaryNodeOnly= "false" on the JMS listener with a shared subscription
B. Use the parameter primaryNodeOnly= "false" on the JMS listener
C. Use the parameter primaryNodeOnly= "true" on the JMS listener with a nonshared subscription
D. Use the parameter primaryNodeOnly= "true" on the JMS listener

Answer: B

NEW QUESTION # 215
......
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