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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q284-Q289):
NEW QUESTION # 284 
A new CISO just started with a company and on the CISO's desk is the last complete Information Security Management audit
report. The audit report is over two years old. After reading it, what should be the CISO's FIRST priority?

A. Meet with audit team to determine a timeline for corrections
B. Have internal audit conduct another audit to see what has changed.
C. Review the recommendations and follow up to see if audit implemented the changes
D. Contract with an external audit company to conduct an unbiased audit

Answer: C

Explanation:
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Initial Assessment for a New CISO:
* Upon starting a new role, the CISO's first task is to understand the current security posture by evaluating existing reports, audits,
and documentation.
* The two-year-old audit report provides a starting point to identify gaps and determine if previous recommendations were
implemented.
Why Following Up on Audit Recommendations is the First Priority:
* Ensures critical findings from the previous audit have been addressed, which could mitigate potential risks.
* Provides insight into the organization's ability to act on audit findings and close gaps effectively.
* Highlights areas where improvements are still needed.
Why Other Options Are Incorrect:
* A. Conduct another internal audit: Premature; following up on the existing audit is more immediate and actionable.
* B. Contract with an external audit company: Adds cost and delays addressing known issues.
* D. Meet with the audit team for corrections timeline: Important but secondary to verifying the status of previous recommendations.
References:
EC-Council emphasizes the importance of evaluating and following up on past audit findings as a foundational step for a CISO in
assessing the current security environment.

NEW QUESTION # 285 
A security project is over a year behind schedule and over budget. Which of the following is MOST important to review and verify?

A. Constraints
B. Scope
C. Milestones
D. Technologies

Answer: B

Explanation:
Comprehensive and Detailed Explanation (250-350 words)
The EC-Council CCISO program emphasizes that scope management is the single most critical factor affecting project schedule and
budget performance. When a security project is significantly delayed and over budget, CCISO documentation identifies scope creep
or poorly defined scope as the most common root cause.
Scope defines what is included and excluded in the project. If scope is not properly defined, controlled, and approved, additional
requirements are often introduced without corresponding adjustments to budget, schedule, or resources. CCISO training explicitly
states that unresolved scope issues frequently manifest as missed milestones, cost overruns, and stakeholder dissatisfaction.
Constraints (Option A) such as time, cost, and resources are outcomes affected by scope, not the primary driver. Technologies
(Option C) may contribute to complexity, but technology challenges are typically symptoms of scope expansion or unclear
requirements. Milestones (Option D) are tracking mechanisms; reviewing milestones alone does not address the root cause of
project failure.
CCISO governance guidance aligns with PMI and ISO project governance principles, reinforcing that CISOs must verify scope first
when projects fail, before addressing execution details. Proper scope review allows leadership to determine whether the project
remains viable, needs re-baselining, or requires executive intervention.
Therefore, the most important element to review and verify is the project scope, making Option B the correct answer.

NEW QUESTION # 286 
A consultant is hired to do physical penetration testing at a large financial company. In the first day of his assessment, the consultant
goes to the company's building dressed like an electrician and waits in the lobby for an employee to pass through the main access
gate, then the consultant follows the employee behind to get into the restricted area. Which type of attack did the consultant
perform?

A. Mantrap
B. Shoulder surfing
C. Social engineering
D. Tailgating

Answer: D

Explanation:
The consultant followed an employee into a restricted area without authorization, which is a classic example of tailgating.



* Tailgating Attack:
* Relies on exploiting social norms, such as holding the door open for someone.
* Avoids the need for authentication.
* Other Options:
* Shoulder Surfing: Observing someone entering credentials.
* Social Engineering: Broader term encompassing manipulation tactics.
* Mantrap: A countermeasure to prevent tailgating.
* Preventive Measures:
* Implement anti-tailgating policies and physical controls like turnstiles or mantraps.
* Physical Security Policies: Emphasizes training and technical controls to prevent tailgating.

NEW QUESTION # 287 
Which of the following is a fundamental component of an audit record?

A. Date and time of the event
B. Authentication type
C. Failure of the event
D. Originating IP-Address

Answer: A

Explanation:
Fundamental Components of an Audit Record:
* An audit record typically logs essential details of an event for tracking and accountability.
* The date and time of the event are critical to correlate events and investigate incidents.
Why This is Correct:
* Timestamping events ensures traceability and helps in forensic analysis.
Why Other Options Are Incorrect:
* B. Failure of the event: This is a condition, not a fundamental component.
* C. Originating IP-Address: Useful but not a core component.
* D. Authentication type: Supplementary detail, not fundamental.
References:
EC-Council highlights the importance of accurate event timestamps in audit logs for monitoring and compliance.

NEW QUESTION # 288 
A digital signature addresses which of the following concerns?

A. Unauthorized reading
B. Message copying
C. Message alteration
D. Message theft

Answer: C

Explanation:
A digital signature ensures the integrity and authenticity of a message by verifying that the content has not been altered during
transmission. It uses cryptographic techniques to create a unique hash for the message, which is encrypted using the sender's private
key. The recipient can decrypt this hash using the sender's public key and compare it to the computed hash of the received message.
If the hashes match, the message remains unaltered, addressing the concern of message alteration.
Reference: https://www.entrust.com/resources/certificate-solutions/learn/digital-signatures
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