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B #86

A network host is infected with malware by an attacker who uses the host to make calls for files and shuttle traffic to bots. This
attack went undetected and resulted in a significant loss. The organization wants to ensure this does not happen in the future and
needs a security solution that will generate alerts when command and control communication from an infected device is detected.
Which network security solution should be recommended?

e A Cisco Secure Email Gateway (ESA)

e B. Cisco Secure Firewall ASA

e (. Cisco Secure Firewall Threat Defense (Firepower)
¢ D. Cisco Secure Web Appliance (WSA)

EfE: C

HH #87
Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right.

Obtain step 1

Strategize step 2

Callecti step 3
Analyze step 4
Report step 5
Efi:
et
Obtain Obtain

Strategize Strategize

Collect || Collect

Analyze Analyze |

Report Report




Reference: https/subscription.packtpub.com/book/networking and_servers/9781789344523/1/ chO1ivllsec12
/network-forensics-investigation-methodology

[ #88
A malware outbreak revealed that a firewall was misconfigured, allowing external access to the SharePoint server. What should the
security team do next?

A. Review and update all firewall rules and the network security policy
B. Disable external IP commumications on all firewalls

C. Scan for and fix vulnerabilities on the firewall and server

D. Harden the SharePoint server

Ef: A

R«

The incident stens from a policy-level issue rather than a technical vulnerability. According to incident response best practices, the
priority should be to review and update firewall rules and ensure that the network security policy aligns with the principle of least
privilege and correct access segmentation.

B #89
Refer to the exhibit.

What is occurring within the exhibit?

e A Source 10.1.21.101 is communicating with 209.141.51.196 over an encrypted channel.
¢ B. Source 10.1.21.101 sends HTTP requests with the size 0of 302 kb.

e (. Host 209.141.51.196 redirects the client request from/Lk9tdZ to /files/1.bin.

e D. Host 209.141.51.196 redirects the client request to port 49723.

EfE: C

fiE L.

The Wireshark capture shows a series of HTTP requests and responses:

* The client (10.1.21.101) sends a GET request for/LkOtdZ.

* The server (209.141.51.196) responds withHTTP/1.1 302 Found, which is a standard HTTP status code indicating a redirection.
* The subsequent GET request from the client is for/files/1.bin, which indicates it followed the redirect.

This behavior confirns that the server is issuing an HTTP 302 redirect from the initial request path/Lk9tdZto

/iles/1.bin. This is often observed in malware command-and-control behavior or file download staging.

* Option A is incorrect: 302 is a status code, not a data size.

* Option C is incorrect: port 49723 is a source/destination ephemeral port, not a redirect target.

* Option D is incorrect: communication is over HTTP, not HTTPS (which would indicate encryption).

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on Network Traffic Analysis and HTTP Status Code



Interpretation.

B #90
Refer to the exhibit.

ula® atimins from
; oo

ifer phoenix

A web hosting company analyst is analyzing the latest traffic because there was a 20% spike in server CPU usage recently. After
correlating the logs, the problem seems to be related to the bad actor activities. Which attack vector is used and what mitigation can
the analyst suggest?

A. Phishing attack; conduct regular user training and use email filtering solutions.
B. Distributed denial of service; use rate limiting and DDoS protection services.
C. SQL Injection; implement input validation and use parameterized queries.
D. Brute-force attack; implement account lockout policies and roll out MFA.

IEf#: D

R :

Comprehensive and Detailed Explanation:

The log entries show repeated SSH login attenpts for various invalid usernames (e.g., admin, phoenix, ranbow, test, user, etc.) from
different source ports. These are clear signs of a brute-force attack-an automated process trying multiple usernames and passwords
in hopes of gaining access.

Miitigating such attacks includes:

* Tmplementing account lockout policies (e.g., locking an account after several failed login attempts).

* Enabling Multi-Factor Authentication (MFA) to ensure that password guessing alone is insufficient for account access.

Therefore, the correct answer is:

D). Brute-force attack; implement account lockout policies and roll out MFA.

R #91
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