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NEW QUESTION # 95
Which of the following best describes the purpose of threat hunting metrics in outcomes assessment?
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A. To measure and evaluate the success of threat hunting activities
B. To identify potential threat actors

C. To assess the effectiveness of security policies

D. To track the number of security tools in use

Answer: A

NEW QUESTION # 96
What are the advantages of using automation in the operation of a SOC? (Choose two)

A. Enhances the ability to detect complex threats

B. Decreases false positive rates

C. Increases the time to detect and respond to incidents
D. Reduces the need for human intervention

Answer: A,D

NEW QUESTION # 97
Which of the following is NOT a threat actor attribution technique?

A. Indicators of Compromise
B. Protocol Analysis

C. Open-Source Intelligence
D. Social Media Analysis

Answer: B

NEW QUESTION # 98
A threat hunter usesCisco Secure Network Analytics (Stealthwatch)to identify potential command-and- control traffic. Which
characteristic MOST strongly indicates beaconing behavior?

A. High-volume inbound traffic from the internet

B. Small, periodic outbound connections to a rare destination
C. Irregular outbound connections over multiple protocols

D. Large file transfers to external [P addresses

Answer: B

Explanation:

The correct answer issmall, periodic outbound connections to a rare destination. Beaconing is a hallmark of command-and-control
(C2) commumication, particularly in stealthy malware campaigns.

Attackers design C2 channels to:

* Minimize bandwidth usage

* Blend into normal traffic

* Avoid triggering threshold-based alerts

As a result, beaconing traffic often consists oflow-volume, regular intervalsconnecting to the same external destination. Cisco Secure
Network Analytics is purpose-built to detect this type ofbehavioral anomalyusing NetFlow and telemetry analysis.

Option A suggests data exfiltration rather than beaconing. Option B is too broad and unspecific. Option D relates to denial-of-
service or scanning activity, not C2.

This hunting technique aligns withMITRE ATT&CK - Command and Controland is explicitly covered in theCBRTHD
blueprintunder network-based threat hunting. Detecting beaconing behavior forces attackers to significantly alter their communication
strategy, increasing their operational cost.

Therefore,Option Cis the correct and Cisco-aligned answer.

NEW QUESTION # 99
To determine the stage of infection within C2 communications, one must analyze:



A. Antivirus update logs

B. Traffic data patterns

C. Wi-Fi connection strength
D. The size of enmil attachments

Answer: B

NEW QUESTION # 100
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