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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q290-Q295):
NEW QUESTION # 290 
A company has a public website that recently experienced problems. Some links led to missing webpages, and other links rendered
incorrect webpages. The application infrastructure was running properly, and all the provisioned resources were healthy. Application
logs and dashboards did not show any errors, and no monitoring alarms were raised. Systems administrators were not aware of any
problems until end users reported the issues.
The company needs to proactively monitor the website for such issues in the future and must implement a solution as soon as
possible.
Which solution will meet these requirements with the LEAST operational overhead?

A. Create an Amazon CloudWatch Synthetics canary. Use the CloudWatch Synthetics Recorder plugin to generate the script
for the canary run. Configure the canary in line with requirements. Create an alarm to provide alerts when issues are detected.
B. Rewrite the application to surface a custom error to the application log when issues occur. Automatically parse logs for
errors. Create an Amazon CloudWatch alarm to provide alerts when issues are detected.
C. Create an AWS Lambda function to test the website. Configure the Lambda function to emit an Amazon CloudWatch
custom metric when errors are detected. Configure a CloudWatch alarm to provide alerts when issues are detected.

Answer: B

NEW QUESTION # 291 
A company runs its entire suite of applications on Amazon EC2 instances. The company plans to move the applications to containers
and AWS Fargate. Within 6 months, the company plans to retire its EC2 instances and use only Fargate. The company has been
able to estimate its future Fargate costs.
A SysOps administrator needs to choose a purchasing option to help the company minimize costs. The SysOps administrator must
maximize any discounts that are available and must ensure that there are no unused reservations.
Which purchasing option will meet these requirements?

A. Compute Savings Plans for 1 year with the Partial Upfront payment option
B. EC2 Reserved Instances for 1 year with the Partial Upfront payment option
C. Compute Savings Plans for 1 year with the No Upfront payment option
D. EC2 Instance Savings Plans for 1 year with the All Upfront payment option

Answer: C

Explanation:
To minimize costs while moving from EC2 instances to AWS Fargate, Compute Savings Plans are the most flexible and cost-
effective option. Compute Savings Plans apply to a variety of compute services including AWS Fargate, Amazon EC2, and AWS
Lambda, allowing for greater flexibility in managing costs as the company transitions to using only Fargate.
* Compute Savings Plans:
* Savings Plans provide significant savings over On-Demand pricing, up to 66% savings.
* Compute Savings Plans offer the flexibility to move across instance types, AWS Regions, and operating systems.
* Payment Options:
* The No Upfront payment option provides the most flexibility and avoids large upfront capital expenditures.
* The Partial Upfront payment option offers more savings but requires an initial payment.
* 1-Year Term:
* A 1-year term is suitable for the company's 6-month transition period, allowing for cost savings without a long-term commitment.
References:
* AWS Savings Plans
* Compute Savings Plans

NEW QUESTION # 292 
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A SysOps Administrator is using AWS KMS with AWS-generated key material to encrypt an Amazon EBS volume in a company's
AWS environment.
The Administrator wants to rotate the KMS keys using automatic key rotation, and needs to ensure that the EBS volume encrypted
with the current key remains readable.
What should be done to accomplish this?

A. Back up the current KMS key and enable automatic key rotation.
B. Upload ne key material to the EBS volume key in AWS KMS to enable automatic key rotation for the volume.
C. Enable automatic key rotation of the EBS volume key in AWS KMS.
D. Create a new key in AWS KMS and assign the key to Amazon EBS.

Answer: C

Explanation:
https://docs.aws.amazon.com/kms latest/developerguide/rotate-keys.html

NEW QUESTION # 293 
A company has multiple AWS accounts. The company uses AWS Organizations with an organizational unit (OU) for the production
account and another OU for the development account. Corporate policies state that developers may use only approved AWS
services in the production account.
What is the MOST operationally efficient solution to control the production account?

A. Create a service control policy (SCP). Apply the SCP to the production OU.
B. Create a job function policy in AWS Identity and Access Management (IAM). Apply the policy to all users within the
production OU.
C. Create an IAM policy. Apply the policy in Amazon API Gateway to restrict the production account.
D. Create a customer managed policy in AWS Identity and Access Management (IAM). Apply the policy to all users within
the production account.

Answer: A

Explanation:
To control the production account efficiently, the most operationally efficient solution is to create a service control policy (SCP) and
apply it to the production OU. SCPs allow you to manage permissions for AWS Organizations at the organizational unit (OU) or
account level.
* Service Control Policies (SCPs):
* SCPs are a type of policy that can restrict what services and actions can be used in the accounts within an OU.
* They are applied at the organizational unit level and provide a way to enforce corporate policies across multiple AWS accounts.
* Steps to Implement:
* Navigate to the AWS Organizations console.
* Create a new SCP that specifies the allowed or denied services and actions.
* Apply the SCP to the production OU.
AWS Organizations SCPs

NEW QUESTION # 294 
A SysOps administrator must create an IAM policy for a developer who needs access to specific AWS services. Based on the
requirements, the SysOps administrator creates the following policy:
Which actions does this policy allow? (Select TWO.)

A. Invoke an AWS Lambda function.
B. Create an AWS Storage Gateway.
C. Delete an Amazon Simple Queue Service (Amazon SQS) queue.
D. Create an IAM role for an AWS Lambda function.
E. Describe AWS load balancers.

Answer: A,E
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