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Career Prospects

Obtaining the CIPP/E certification demonstrates your profound expertise in the European privacy laws and regulations,
as well as your understanding of the legal requirements established for the transfer of sensitive personal data to and
from the EU jurisdiction. Having this certificate under your belt opens the door to extensive career opportunities. Some
of the job roles that you can apply for after getting certified include:

Data Protection Lawyer
Chief Privacy Officer
Associate General Counsel
Records Manager

Privacy Officer

General Counsel
Compliance Officer
Corporate Counsel
Human Resource Officer

Moreover, obtaining the CIPP/E certification is highly beneficial in financial terms. According to PayScale.com, the average income
of the certified professionals amounts to $128,394 per annum. Your exact remuneration will depend on muiltiple factors, such as
your location, the type of the organization you work for, your specific job title, among others.

CIPP/E is one of three privacy and data protection certificates offered within the IAPP certification program. Most professionals
who have already earned it usually want to proceed with the advanced-level options, namely Certified Information Privacy Manager
(CIPM) as well as Certified Information Privacy Technologist (CIPT).

IAPP Certified Information Privacy Professional/Europe (CIPP/E) Sample
Questions (Q261-Q266):

NEW QUESTION # 261
With respect to international transfers of personal data, the Furopean Data Protection Board (EDPB) confirmed that derogations
may be relied upon under what condition?

¢ A. Only as a last resort and when interpreted restrictively.

e B. Ifthe data controller has received preapproval froma Data Protection Authority (DPA), after submitting the appropriate
docurmrents.

e C. Only if the Data Protection Impact Assessment (DPIA) shows low risk.

e D. When it has been determined that adequate protection can be performed.

Answer: A

Explanation:

The GDPR allows for derogations for specific situations when a transfer of personal data to a third country or an international
organization cannot be based on an adequacy decision, appropriate safeguards, or binding corporate rules1. However, these
derogations are exceptions to the general rule and should not become the norm. The EDPB confirmed that derogations should only
be used as a last resort and when interpreted restrictively, taking into account the nature of the data, the purpose and duration of the
processing, the country of origin and destination, and the rights and freedoms of data subjects23. The EDPB also stressed that the
data exporter must assess the level of protection in the third country and ensure that the transfer does not undermine the essence of
the findamental rights and freedons of data subjects23. References: 1: Article 49 of the GDPR 2: Guidelines 2/2018 on derogations
of Article 49 under Regulation 2016/679 3: A guide to international transfers | ICO

NEW QUESTION # 262

To comply with the GDPR and the EU Court of Justice's decision in Schrens II, the European Commission issued what are
commonly referred to as the new standard contractual clauses (SCCs). As a result, businesses must do all of the following
EXCEPT?

e A Implement the new SCCs in the UK. following Brexit, as the U.K. Information Commissioner's Office does not have the
authority to publish its own set of SCCs.

e B. Migrate all contracts entered into before September 27, 2021, that use the old SCCs to the new SCCs by December 27,
2022.

e (. Consider the new optional docking clause, which expressly permits adding new parties to the SCCs.



¢ D. Take steps to flow down the new SCCs to relevant parts of their supply chain using the new SCCs as of September 27,
2021, if the business is a data importer.

Answer: A

Explanation:

The General Data Protection Regulation (GDPR) introduces a mechanism for personal data transfers to third countries or
international organisations that do not ensure an adequate level of data protection, based on approved certifications. According to
Article 46 of the GDPR, contractual clauses ensuring appropriate data protection safeguards can be used as a ground for data
transfers from the EU to third countries. This includes model contract clauses - so-called standard contractual clauses (SCCs) - that
have been "pre-approved" by the European Commission.

On 4 June 2021, the Commission issued modernised standard contractual clauses under the GDPR for data transfers from
controllers or processors in the EU/EEA (or otherwise subject to the GDPR) to controllers or processors established outside the
EU/EEA (and not subject to the GDPR). These modernised SCCs replace the three sets of SCCs that were adopted under the
previous Data Protection Directive 95/46. The Commission developed Questions and Answers (Q&As) to provide practical
guidance on the use of the SCCs and assist stakeholders in their compliance efforts under the GDPR.

The Q&As state that businesses must do all of the following:

Consider the new optional docking clause, which expressly permits adding new parties to the SCCs. According to the Q&As, the
docking clause allows controllers and processors that are not part of the original contract to accede to the SCCs at a later stage,
either as data exporters or importers. This clause is intended to facilitate the use of the SCCs in complex processing chains and to
avoid the need to enter into multiple contracts.

Miigrate all contracts entered into before September 27, 2021, that use the old SCCs to the new SCCs by December 27, 2022.
According to the Q&As, the old SCCs will be repealed on September 27, 2021. However, contracts concluded before that date on
the basis of the old SCCs will remain valid until December 27, 2022, provided that the processing operations that are the subject
matter of the contract remam unchanged and that reliance on those clauses ensures that the transfer of personal data is subject to
appropriate safeguards within the meaning of Article 46(1) of the GDPR. After December 27, 2022, the old SCCs will no longer
provide a valid legal basis for data transfers to third countries, and the new SCCs will have to be used instead.

Take steps to flow down the new SCCs to relevant parts of their supply chain using the new SCCs as of September 27, 2021, if the
business is a data importer. According to the Q&As, the new SCCs require data importers to enter into contracts with any
subprocessors that process the personal data transferred under the SCCs, and to include in those contracts the same data protection
obligations as those imposed on the data importer under the SCCs. This means that data importers must ensure that the new SCCs
are flowed down to their subprocessors as of September 27, 2021, and that any changes in the subprocessors are notified to the
data exporter, who has the right to object.

The Q&As do not state that businesses must do the following;

Implement the new SCCs in the U.K. following Brexit, as the U.K. Information Commissioner's Office does not have the authority
to publish its own set of SCCs. This is not a valid statement, as the U.K. has its own data protection regime after leaving the EU,
and the U.K. Information Commissioner's Office (ICO) has the power to issue its own SCCs for data transfers from the UK. to
third countries. According to the ICO website, the ICO is currently developing bespoke U.K. SCCs, which will be subject to a
public consultation and an opinion from the European Data Protection Board (EDPB). Until the U.K. SCCs are finalised, the ICO
advises businesses to continue to use the EU SCCs for new contracts, as these clauses have been recognised as a valid transfer
mechanism under the U.K. data protection law. However, the ICO also warns businesses that they may need to amend the EU
SCCs to reflect that the U.K. is no longer an EU member state, and that they will need to update their contracts to the U.K. SCCs
once they are available.

Reference:

GDPR, Articles 3, 4, 28, 29, 32, 44, 45, 46, 47, 48 and 49.

New Standard Contractual Clauses - Questions and Answers overview, paragraphs 1,2, 3,4,5,6,7,8,9, 10 and 11.

Standard Contractual Clauses (SCC), paragraphs 1, 2, 3,4, 5, 6, 7 and 8.

[Using international data transfers], paragraphs 1, 2, 3,4, 5, 6, 7, 8, 9 and 10.

NEW QUESTION # 263
Under the GDPR, which of'the following is true in regard to adequacy decisions mvolving cross-border transfers?

e A. To be considered as adequate, third countries must implement the EU General Data Protection Regulation into their
national legislation.

e B. The European Commission can adopt, repeal or amend an existing adequacy decision.

e (. The European Commission can adopt an adequacy decision for individual companies.

e D. EU member states are vested with the power to accept or reject a Furopean Commission adequacy decision.

Answer: B



Explanation:

According to Article 45 of the GDPR, the European Commission has the power to determine whether a third country, a territory or
one or more specified sectors within a third country, or an international organisation ensures an adequate level of protection of
personal data. This means that personal data can flow from the EU and the EEA to that third country without any further safeguard
being necessary. The adequacy decision is based on an assessment of the legal framework, the enforcement mechanisirs, the access
by public authorities, the international commitments and the cooperation with the EU of the third country or organisation. The
European Commission also monitors the functioning of the adequacy decisions and can repeal, amend or suspend them if the level of
protection is no longer ensured. The European Commiission has so far recognised several countries and organisations as providing
adequate protection, such as Japan, Canada, Switzerland, the UK and the EU-US Data Privacy Framework. Reference: GDPR
Article 45, Data protection adequacy for non-EU countries, Adequacy decisions | European Data Protection Board

NEW QUESTION # 264
Which of the following demonstrates compliance with the accountability principle found in Article 5, Section 2 of the GDPR?

A. Anonymizing special categories of data.

B. Getting consent from the data subject for a cross border data transfer.
C. Conducting regular audits of the data protection program.

D. Encrypting data in transit and at rest using strong encryption algorithims.

Answer: C

NEW QUESTION # 265
A data controller appoints a data protection officer. Which of the following conditions would NOT result in an infringement of
Articles 37 to 39 of the GDPR?

A. Ifthe data protection officer lacks ISO 27001 auditor certification.

B. If the data protection officer also manages the marketing budget.

C. Ifthe data protection officer receives instructions from the data controller.
D. Ifthe data protection officer is provided by the data processor.

Answer: C

NEW QUESTION # 266
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