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E R #40
In which three ways does FortiSASE help organizations ensure secure access for remote workers? (Choose three.)

e A It enforces multi-factor authentication (MFA) to validate remote users.

B. It uses the identity & access management (IAM) portal to validate the identities of remote workers.
C. Tt offers zero trust network access (ZINA) capabilities.

D. It enforces granular access policies based on user identities.

E. It secures traffic fiom endpoints to cloud applications.

IFf@#: C. D. E
"

FortiSASE provides several features to ensure secure access for remote workers. The following three ways are particularly relevant:
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* It secures traffic from endpoints to cloud applications (Option B)FortiSASE secures all traffic between remote endpoints and
cloud applications by inspecting it in real time. This includes applying security policies, threat detection, and data protection measures
to ensure that traffic is safe and compliant.

* Tt offers zero trust network access (ZTNA) capabilities (Option D):ZTNA ensures that remote workers are granted access to
resources based on strict verification of their identity and device posture.

By treating all users and devices as untrusted by default, ZTNA minimizes the risk of unauthorized access and lateral movement
within the network.

* It enforces granular access policies based on user identities (Option E):FortiSASE allows administrators to define and enforce
fine-grained access policies based on user identities, roles, and other attributes. This ensures that remote workers only have access
to the resources they need, reducing the attack surface.

Here's why the other options are incorrect:

* A. It enforces multi-factor authentication (MFA) to validate remote users:While MFA is a critical security measure, it is typically
implemented through identity providers (e.g,, FortiAuthenticator or third-party solutions) rather than directly through FortiSASE.

* C. It uses the identity & access management (IAM) portal to validate the identities of remote workers:FortiSASE integrates with
IAM systens but does not use the IAM portal itself to validate identities. Identity validation is handled through authentication
mechanisns like SAML, LDAP, or OAuth.

References:

Fortinet FCSS FortiSASE Documentation - Secure Remote Access

FortiSASE Administration Guide - ZTNA and Access Policies

HE#41
What are two requirements to enable the MSSP feature on FortiSASE? (Choose two.)

A. Assign role-based access control (RBAC) to IAM users using FortiCloud IAM portal.
B. Configure MSSP user accounts and permissions on the FortiSASE portal.

C. Enable multi-tenancy on the FortiSASE portal.

D. Add FortiCloud premium subscription on the root FortiCloud account.

Ef: A C
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To enable the MSSP (Managed Security Service Provider) feature on FortiSASE, two key requirements must be met:

Assign role-based access control (RBAC) to IAM users using FortiCloud IAM portal (Option C):

RBAC is essential for managing permissions and ensuring that different customers (tenants) have appropriate access levels. The
FortiCloud Identity and Access Management (IAM) portal allows administrators to define roles and assign them to users, ensuring
secure and granular control over resources.

Enable multi-tenancy on the FortiSASE portal (Option D):

Multi-tenancy is a critical feature for MSSPs, as it allows them to manage multiple customer environments (tenants) froma single
FortiSASE instance. Each tenant operates independently with its own configurations, policies, and reporting, while the MSSP retains
centralized control.

HRE #42
Which FortiOS command is used to verify the health of Zero Trust Network Access (ZTNA) policies in FortiSASE?
Response:

A. get ztna policy-status

B. get system ztna status

C. diagnose debug application ztna
D. diagnose ztna status

Ef: C

R #43

A custorrer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.

In this scenario, which three setups will achieve the above requirements? (Choose three.)



A. Configure ZTNA tags on FortiGate.

B. Configure private access policies on FortiSASE with ZTNA.

C. Sync ZTNA tags from FortiSASE to FortiGate.

D. Configure ZTNA servers and ZTNA policies on FortiGate.

E. Configure FortiGate as a zero trust network access (ZTNA) access proxy.

IEf#: A. D. E

et

To meet the requirements of implementing device posture checks for remote endpoints and ensuring that TCP traffic between the
endpoints and protected servers is processed by FortiGate, the following three setups are necessary:

Configure ZTNA tags on FortiGate (Option A):

ZTNA (Zero Trust Network Access) tags are used to define access control policies based on the security posture of devices. By
configuring ZTNA tags on FortiGate, administrators can enforce granular access controls, ensuring that only compliant devices can
access protected resources.

Configure FortiGate as a zero trust network access (ZTNA) access proxy (Option B):

FortiGate can act as a ZTNA access proxy, which allows it to mediate and secure connections between remote endpoints and
protected servers. This setup ensures that all TCP traffic passes through FortiGate, enabling inspection and enforcement of security
policies.

Configure ZTNA servers and ZTNA policies on FortiGate (Option C):

To enable ZTNA functionality, administrators must define ZTNA servers (the protected resources) and create ZTNA policies on
FortiGate. These policies determine how traffic is routed, inspected, and controlled based on device posture and user identity.

R #44
Refer to the exhibit.
Security Logs




To allow access, which web tiller configuration must you change on FortiSASE?

A. inline cloud access security broker (CASB) headers
B. URL Filter

C. content filter

D. FortiGuard category-based filter
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