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AE #24

What are key indicators of lateral movement within a network?
(Choose Three)

Response:

A. Anomalies in account logins

B. Frequent changes in file permissions
C. Unusual outbound traffic patterns
D. Spike in database read operations
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EE #25
‘Which tool is commonly used during the reconnaissance phase to scan for open ports and services on a network?
Response:

A. Wireshark
B. Nessus
C. Nmap

D. Burp Suite
¥e: C

HAE #26
What is the purpose of using the SMB protocol in lateral movement attacks?
Response:

A. To encrypt data in transit

B. To validate user credentials

C. To transfer files between systens

D. To create a secure tunnel for data exfiltration
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HE#27
Which of'the following best describes threat modeling in the context of application security?
Response:

A. A method for encrypting sensitive data within an application

B. A process for identifying, quantifying, and addressing security risks
C. A testing approach used to discover user interface flaws

D. A strategy for optimizing the performance of software applications
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A2 #28
Which of'the following is a primary goal of the reconnaissance phase of a cyber attack?
Response:

A. To encrypt the target's data

B. To establish persistence on the target system

C. To deny the target access to its network resources

D. To gather as much information as possible about the target's infrastructure
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