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VMware Advanced VMware Cloud Foundation 9.0 Storage Sample
Questions (Q93-Q98):
NEW QUESTION # 93 
A Cloud Administrator configures a Secure Disaster Recovery topology for a VCF 9.0 environment.
The Primary Site uses a vSAN ESA cluster with Data-at-Rest Encryption enabled. The Secondary Site also uses vSAN ESA with
Data-at-Rest Encryption.
The Administrator configures vSphere Replication to replicate a Tier-1 VM from Primary to Secondary.
```
[Storage Policy Rule Set]
Source SPBM: ESA-RAID5-Encrypted
Target SPBM: ESA-RAID6-Encrypted
```
How is the data security handled throughout the lifecycle of this replication process, from source disk to target disk? (Select all that
apply.)

A. The encrypted data blocks are sent raw across the wire; the target vSAN cluster must import the Primary Site's Key
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Encryption Key (KEK) to read the data.
B. Upon arrival at the Secondary site, the target vSAN datastore encrypts the incoming data using the Secondary site's own
local Disk Encryption Keys (DEKs) before destaging it to NVMe.
C. To secure the data in transit across the WAN, the administrator must explicitly enable "Network Traffic Encryption" in the
vSphere Replication advanced settings for the VM.
D. The VM's data is decrypted by the source ESXi host as it is read from the vSAN datastore, and enters the vSphere
Replication appliance network buffer in cleartext.
E. vSphere Replication automatically maps the source Guest OS bitlocker keys to the target site using the vCenter API.

Answer: B,C,D

NEW QUESTION # 94 
A Compliance Auditor is reviewing the Site Recovery Manager (SRM) Disaster Recovery plan encoded in YAML for a VCF 9.0
implementation.
The environment uses standard vSphere Replication (not Stretched Clustering) to protect workloads between the Primary and
Secondary vSAN domains.
```
# SRM Protection Group: Financial-Tier1
name: "Fin-PG-01"
replication_type: "vSphere_Replication"
datastores:
- source: "vsanDatastore-Primary"
target: "vsanDatastore-DR"
storage_policy_mapping:
- source_policy: "FTT=1 (RAID-1)"
target_policy: "FTT=2 (RAID-6)"
```
How does the target_policy specification interact with the vSAN Distributed Object Manager (DOM) during the actual SRM
failover event?

A. The target policy forces the secondary site to convert the vSAN datastore into a standard VMFS volume to accept the
incoming replicated data stream.
B. During the failover, the Secondary vCenter provisions the recovered VMDKs directly onto the
"vsanDatastore-DR" using the "FTT=2 (RAID-6)" rule, ensuring the data is instantly protected by local erasure coding upon
boot.
C. SRM ignores the target_policy because vSphere Replication automatically clones the identical physical geometry of the
source vSAN datastore to the target site.
D. The configuration is invalid; SRM requires identical policies at both the source and target sites to maintain the replication
checksums.

Answer: B

NEW QUESTION # 95 
A CTO is evaluating the performance metrics of the new vSAN ESA clusters in VCF 9.0.
The traditional SAN storage array historically suffered from "RAID-5 Write Penalties" where backend disk IOPS significantly
exceeded front-end application IOPS. The CTO analyzes the ESA log-structured metrics via the configuration YAML export.
```
# vSAN ESA Performance Matrix
DOM Frontend (VM) Writes: 10,000 IOPS (Random 4KB)
SPBM Policy: RAID-5 (4+1 Configuration)
LSOM Backend (Disk) Writes: 1,500 IOPS (Sequential 1MB)
```
How does vSAN ESA fundamentally eliminate the backend performance bottleneck associated with traditional Erasure Coding
(RAID-5/6)? (Select all that apply.)

A. ESA strictly enforces RAID-1 mirroring for databases, making the RAID-5 data comparison irrelevant.
B. The system uses a persistent flash memory layer physically connected to the RAID controller to absorb parity operations.
C. Because data is written in new, full sequential stripes, the NVMe drives never have to read the old data and old parity



blocks first, completely eliminating the "Read-Modify-Write" penalty.
D. Reducing 10,000 application IOPS down to 1,500 physical NVMe IOPS relieves backend congestion, ensuring the
physical NVMe drives are utilized efficiently and never become the bottleneck.
E. The ESA log-structured filesystem buffers the 10,000 small random 4KB writes in memory and coalesces (packs) them
into a small number of large 1MB sequential blocks.

Answer: C,D,E

NEW QUESTION # 96 
A SOC Analyst is investigating a massive CPU utilization spike on a VCF 9.0 ESXi host immediately after a Supplemental NFS
v4.1 Datastore was mounted. The principal storage is vSAN ESA.
```
[Log Snippet: vmkernel.log - ESXi Host]
2026-11-20T11:00:00Z INFO tcp_ip - [NFS] IP Fragmentation event detected.
2026-11-20T11:00:05Z WARN cpu_sched - [Hostd] CPU 01 saturation: 99% (Processing network interrupts).
```
The Physical Network switch is configured for standard MTU 1500.
What is strictly causing this configuration to cripple the ESXi host CPU, assuming the storage traffic is high volume? (Select all that
apply.)

A. Because the host is sending 9000-byte packets and the physical switch only supports 1500-byte packets, the ESXi
network stack is forced to violently fragment every storage packet into 6 smaller packets.
B. The CPU is consumed by the Top-of-Rack switch's native ASIC routing protocol.
C. The ESXi host automatically triggers a "Deep Rekey" operation when MTU mismatches are detected to ensure the
fragmented packets remain encrypted.
D. The fragmentation and subsequent reassembly of massive NFS payload data consumes astronomical amounts of ESXi
CPU cycles (Interrupt Requests), starving the hostd management agent and the vSAN DOM of compute resources.
E. The VMkernel port used for the NFS datastore was mistakenly configured with MTU 9000 (Jumbo Frames).

Answer: A,D,E

NEW QUESTION # 97 
An Infrastructure Manager is utilizing the vSphere Lifecycle Manager (vLCM) in SDDC Manager to perform a firmware upgrade on
the physical NVMe drives in a vSAN ESA cluster.
```
# vLCM Desired State Specification (JSON)
{
"esx_version": "8.0U2",
"vendor_addon": "DellEMC-OpenManage-v10",
"firmware_baseline": "Dell-NVMe-Gen4-v5.3.1"
}
```
How does vLCM natively handle the disruption of upgrading live NVMe firmware inside a running vSAN Express Storage
Architecture cluster?

A. The firmware is upgraded directly from the physical Top-of-Rack network switches via Redfish protocol, bypassing the
ESXi hypervisor entirely.
B. vLCM automatically copies all virtual machines to the remote vSphere Replication site before initiating the firmware flash to
protect the data layer.
C. NVMe firmware upgrades are strictly "Hot-Add" and do not require ESXi host reboots or Maintenance Mode, allowing
the drives to flash in the background without user intervention.
D. vLCM orchestrates the process by sequentially putting one host at a time into Maintenance Mode (using Ensure
Accessibility), applying the new firmware payload via the Hardware Support Manager (HSM), and rebooting the host to
initialize the NVMe controllers.

Answer: D
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