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HR#73

Cybersol Technologies initiated a cyber-threat mntelligence program with a team of threat intelligence analysts. During the process, the
analysts started converting the raw data into useful information by applying various techniques, such as machine-based techniques,
and statistical methods.

In which of the following phases of the threat ntelligence lifecycle is the threat intelligence team currently working?

e A. Analysis and production

¢ B. Dissemination and integration
e C. Planning and direction

¢ D. Processing and exploitation

iFf@g: D

L2

The phase where threat intelligence analysts convert raw data into useful information by applying various techniques, such as machine
learning or statistical methods, is known as 'Processing and Exploitation’. During this phase, collected data is processed,
standardized, and analyzed to extract relevant information. This is a critical step in the threat mtelligence lifecycle, transforming raw
data into a format that can be firther analyzed and turned into actionable intelligence in the subsequent ' Analysis and Production’
phase.

References:

"Intelligence Analysis for Problem Solvers" by John E. McLaughlin

"The Cyber Intelligence Tradecraft Project: The State of Cyber Intelligence Practices in the United States (Unclassified Summary)"
by the Carnegie Mellon University's Software Engineering Institute

R #74

Timis working as an analyst in an ABC organization. His organization had been facing many challenges in converting the raw threat
ntelligence data into meaningful contextual information. After inspection, he found that it was due to noise obtained from
misrepresentation of data from huge data collections. Hence, it is important to clean the data before performing data analysis using
techniques such as data reduction. He needs to choose an appropriate threat mntelligence framework that automatically performs data
collection, filtering, and analysis for his organization.

Which of the following threat mtelligence frameworks should he choose to perform such task?

A. TC complete
B. SIGVERIF
C. Threat grid
D. HighCharts

IEf: C
RN -

Threat Grid is a threat intelligence and analysis platform that offers advanced capabilities for automatic data collection, filtering, and
analysis. It is designed to help organizations convert raw threat data into meaningfil, actionable intelligence. By employing advanced


https://www.jpshiken.com/312-85_shiken.html

analytics and machine learning, Threat Grid can reduce noise from large data sets, helping to eliminate misrepresentations and
enhance the quality of the threat intelligence.

This makes it an ideal choice for Tim, who is looking to address the challenges of converting raw data into contextual information
and managing the noise from massive data collections.References:

* "Cisco Threat Grid: Unify Your Threat Defense," Cisco

* "Integrating and Automating Threat Intelligence," by Threat Grid

HE#75
‘Which component of risk management involves evaluating and ranking risks based on their significance, allowing organizations to
focus resources on addressing the most critical threats?

A. Risk assessment
B. Risk identification
C. Risk prioritization
D. Risk mitigation

Ef: C

fEEL:

Risk Prioritization is the process of evaluating and ranking identified risks based on their likelihood, potential impact, and urgency. It
helps organizations allocate resources to the most significant threats first.

This step follows risk assessment and ensures that mitigation efforts are aligned with business priorities and risk appetite.

Why the Other Options Are Incorrect:

* A. Risk identification: The initial process of recognizing potential threats or vulnerabilities.

* C. Risk assessment: Involves analyzing the probability and impact of identified risks but does not rank them

* D. Risk mitigation: Focuses on implementing measures to reduce or eliminate risks after prioritization.

Conclusion:

The activity described-ranking risks by importance to determine response focus-is Risk Prioritization.

Final Answer: B. Risk prioritization

Explanation Reference (Based on CTIA Study Concepts):

CTIA identifies risk prioritization as the step that enables organizations to concentrate on the most severe risks after assessment,
ensuring efficient allocation of defensive resources.

B #76

Cybersol Technologies initiated a cyber-threat intelligence program with a team of threat intelligence analysts. During the process, the
analysts started converting the raw data into useful information by applying various techniques, such as machine-based techniques,
and statistical methods.

In which of the following phases of the threat mtelligence lifecycle is the threat intelligence team currently working?

A. Analysis and production

B. Dissemination and integration
C. Planning and direction

D. Processing and exploitation

M
R
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HE#77

An attacker instructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the rapidly changing
network of compromised bots. In this particular technique, a single domain name consists of multiple IP addresses.

Which of the following technique is used by the attacker?

A. DNS zone transfer
B. Dynamic DNS

C. Fast-Flux DNS

D. DNS interrogation

F
R

: C
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Fast-Flux DNS is a technique used by attackers to hide phishing and malware distribution sites behind an ever-changing network of
compromised hosts acting as proxies. It involves rapidly changing the association of domain names with multiple IP addresses,
making the detection and shutdown of malicious sites more difficult. This technique contrasts with DNS zone transfers, which involve
the replication of DNS data across DNS servers, or Dynamic DN'S, which typically involves the automatic updating of DNS records
for dynamic IP addresses, but not necessarily for malicious purposes. DNS interrogation involves querying DNS servers to retrieve
information about domain names, but it does not involve hiding malicious content. Fast-Flux DNS specifically refers to the rapid
changes in DN'S records to obfuscate the source of the malicious activity, aligning with the scenario described.References:

* SANS Institute InfoSec Reading Room

* JCANN (Internet Corporation for Assigned Names and Numbers) Security and Stability Advisory Committee
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