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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q17-
Q22):
NEW QUESTION # 17 
An administrator has configured the following settings:

What is the purpose of executing these commands?

A. To encrypt log transfer between FortiAnalyzer and other devices.
B. To verify the integrity of the log files received.
C. To create the secure channel used by the OFTP process.
D. To record the hash value and authentication code of log files.

Answer: D
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Explanation:
The command set log-checksum md5-auth configures FortiAnalyzer to generate an MD5 hash for each log file, along with an
authentication code. This ensures that the integrity of the logs can be verified, confirming that the logs have not been tampered with.

NEW QUESTION # 18 
Refer to the exhibit.

The exhibit shows the creation of a new administrator on FortiAnalyzer. The new account uses the credentials stored on an LDAP
server.
Why would an administrator configure a password for this account?

A. This password is used if the authentication server becomes unreachable.
B. This password is set to comply with FortiAnalvzer password policy
C. This password authenticates FortiAnalyzer aqainst the LDAP server.
D. This password is required because this is a restricted user.

Answer: A

Explanation:
When using LDAP for authentication, a password can be set locally on FortiAnalyzer as a fallback option in case the LDAP server
becomes unreachable. This ensures that the administrator can still log in if there are issues with the LDAP server.

NEW QUESTION # 19 
What is the best approach to handle a hard disk failure on a FortiAnalyzer that supports hardware RAID?

A. Run execute format disk to format and restart the FortiAnalyzer device.
B. There is no need to do anything because the disk will self-recover.
C. Perform a hot swap of the disk.
D. Shut down FortiAnalyzer and replace the disk.

Answer: C

Explanation:
In a RAID configuration, especially when hot-swapping is supported, you can replace a failed disk without shutting down the device.
The RAID array will automatically rebuild once the new disk is inserted, minimizing downtime and maintaining data integrity.

NEW QUESTION # 20 
Which two statements about FortiAnalyzer operating modes are true? (Choose two.)



A. When in analyzer mode, FortiAnalyzer supports event management and reporting features.
B. When in collector mode, FortiAnalyzer offloads the log receiving task to the analyzer.
C. For the collector, you should allocate most of the disk space to analytics logs.
D. Analyzer mode is the default operating mode.

Answer: D

Explanation:
When in analyzer mode, FortiAnalyzer supports event management and reporting features.
In analyzer mode, FortiAnalyzer provides full support for log analysis, event management, and reporting capabilities.
Analyzer mode is the default operating mode.
By default, FortiAnalyzer operates in analyzer mode, which allows for log analysis and reporting.
The other options are incorrect because:
In collector mode, the FortiAnalyzer primarily stores logs and forwards them to another FortiAnalyzer in analyzer mode, not the
other way around.
In collector mode, most disk space is usually allocated to storage rather than analytics, as the logs are primarily stored for
forwarding.

NEW QUESTION # 21 
Logs are being deleted from one of the ADOMs earlier than the configured setting for archiving in the data policy.
What is the most likely problem?

A. CPU resources are too high
B. The total disk space is insufficient and you need to add other disk
C. Logs in that ADOM are being forwarded, in real-time, to another FortiAnalyzer device
D. The ADOM disk quota is set too low, based on log rates

Answer: D

Explanation:
Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG-FAZ/1100_Storage/0017_Deleted%20device%
20logs.htm
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