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A high availability, active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed in
your Azure environment.
Which tools can you use to configure synchronization? (Choose two.)

A. Heartbeat interfaces
B. FortiGate Clustering Protocol (FGCP)
C. FortiManager
D. Software-defined network (SDN) Fabric Connector
E. Autoscale

Answer: A,B

Explanation:
In aFortiGate active-active HA deployment in Azure, synchronization between instances is achieved using:
FortiGate Clustering Protocol (FGCP)- This is the primary protocol used to synchronize configuration and session information
between HA peers.



Heartbeat interfaces- These interfaces are specifically configured to exchange HA state and sync data between the FortiGate VMs,
ensuring cluster consistency.

NEW QUESTION # 13 
A Linux server was deployed in a protected subnet with a dynamic IP address. A FortiGate VM in the internal subnet provides
traffic filtering to it. and you must implement a firewall policy using the IP address of the Linux server.
Which feature could help integrate FortiGate using Linux server tags?

A. Microsoft Entra ID
B. Targets Management



C. Service Fabric Cluster
D. Software-defined network (SDN) connector

Answer: D

Explanation:
TheSoftware-defined network (SDN) connectorallows FortiGate to dynamically pull metadata such astags, IP addresses, and
resource groupsfrom Azure resources. This enablesautomatic policy updatesbased on dynamic IP changes, such as those of a Linux
server in a protected subnet.

NEW QUESTION # 14 
Refer to the exhibits.



Two new dynamic firewall addresses have been configured on the FortiGate VM using the external connector to Integrate within the
same Azure environment.
The debug output shows that one IP address can be resolved successfully, but the second is empty.
Which steps could you perform to correct the misconfiguration? (Choose all that apply.)

A. Check for a mistyped Microsof Entra ID subscription
B. Verify the filter used for the dynamic firewall address
C. Verify the tags on the target VM
D. Verify the NSG for the target VM
E. Verify the Microsoft Entra ID role assignment access rights

Answer: B,C

Explanation:
The debug output shows that the UbuntuServer address object successfully resolved an IP, while the webServer did not. The most
likely cause is a mismatch in the dynamic address filter or missing tags on the target VM.
Verify the filter used for the dynamic firewall address - The filter category=windows may not match any VM metadata, resulting in
no matched addresses.
Verify the tags on the target VM - Ensure that the VM has the correct tags (e.g., category=windows) that match the dynamic
address filter to enable resolution.

NEW QUESTION # 15 
Which role does the local network gateway play in FortiGate to Azure VPN connectivity?

A. It defines the IP addresses of the on-premises network
B. It represents the Azure VPN Gateway in the FortiGate configuration
C. It manages the encryption keys for the VPN connection
D. It is responsible for load balancing traffic between FortiGate and Azure

Answer: A

Explanation:
Thelocal network gatewayin Azure represents theon-premises VPN device(such as FortiGate) and defines theon-premises public IP
addressand theaddress prefixesof the on-premises network. This is essential for configuring site-to-site VPN connections from
Azure to FortiGate.

NEW QUESTION # 16 
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

A. By using public internet connections for enhanced routing flexibility



B. By establishing dedicated private connections to Azure data centers
C. By prioritizing Azure ExpressRoute traffic over other network traffic
D. By relying on load balancing to dynamically optimize latency

Answer: B

Explanation:
Azure ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

NEW QUESTION # 17
......
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