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HH #87
What is the most secure way to configure HPE Aruba Networking access points for employee/guest access?

e A. Use WPA2 Enterprise encryption with a RADIUS server but use a weak pre-shared key (PSK) for the RADIUS server.

¢ B. Configure VLANS to segregate employee and guest traffic but use the same default password for all VLANSs.

e (. Use separate SSIDs for employee and guest access and configure an HPE Aruba Networking ClearPass Policy Manager
for guest authentication.

e D. Use a single SSID for employee and guest access and configure a captive portal for guest access.

IEf: C
R -
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Separate SSIDs ensure traffic segregation between employees and guests.

Employees can use 802.1X with WPA2/WPA3-Enterprise for secure authentication via RADIUS.
Guests can be directed to ClearPass Guest Captive Portal for secure onboarding and controlled access.
This provides the highest level of security and policy enforcement compared to the other options.

B #88

You have a working MAC authentication solution for IoT devices using HPE Aruba Networking ClearPass and want to dynamically
change the role of a device based on DHCP fingerprints.

Your security team updated the relevant ClearPass configuration, which will return the 'ToT' Aruba-User-Role VSA if devices match
the appropriate profiling rules. The ClearPass appliance is located behind a firewall.

You have deployed the configuration below.

Which actions must be taken for the solution to work? (Choose two.)

A. Configure the firewall to allow UDP port 3799 from ClearPass to all switches

B. Enable TLS for the RADIUS server

C. Configure the firewall UDP port 3799 from all switches to ClearPass

D. Configure an IP helper address with the ClearPass IP address on the loT VLAN SVI
E. Enable Dynamic Authorization in the global context

IEf#: A\ E

A -

Dynamic role changes based on DHCP fingerprints require RADIUS CoA (Change of Authorization). You must:
Enable Dynamic Authorization on the switch globally so it will accept CoA requests.

Permit UDP 3799 from ClearPass to the switches through the firewall because CoA is mnitiated

by ClearPass toward the NAD.

B #89
‘When configuring OSPF for a multi-area design in an HPE network, which feature optimizes routing by reducing the number of
routes advertised between areas?

A. Default route propagation
B. LSA filtering

C. Stub area configuration
D. Route summarization

F
R

: D

E R #90
Ever since a recent firewall change at your WAN/Internet edge, the BGP state in your VSX pair has not returned to Established.
What should you check to restore BGP functionality at this site?

A. Restart NAT service for the BGP nterface.

B. Restart the routing service so that BGP auto-discovers its neighbors.
C. Confirm that appropriate TCP ports are still allowed.

D. Confirm that BGP Peer AS has not changed.

EfE: C
W

BGP uses TCP port 179 for peer communication. A firewall change could have blocked this port, preventing BGP from establishing
its sessions. Always confirm TCP port 179 is permitted between BGP peers.

B #91
Refer to the exhibit.



During some implementation tests, you find that multicast traffic is being received on every client on the Acc-1 switch. What needs to
be modified for multicast traffic to be forwarded appropriately?

A. Enable IGMP snooping on Acc-1 VLANS.

B. Configure PIM-DM on Agg-1 and Agg-2 switches.

C. Replace IGMPv2 with IGMPv3 on Agg-1 and Agg-2 swithces.
D. Enable IGMPv2 on Acc-1 switch.

Ef#: A

TR

Since all clients on Acc-1 are receiving the multicast stream, the switch is flooding multicast traffic like broadcast. To forward
multicast traffic only to interested receivers, IGMP snooping must be enabled on the VLLANs of Acc- 1. IGMP snooping listens to
IGMP join/leave messages and builds per- VLAN muilticast forwarding tables, ensuring only subscribed ports receive the multicast
traffic.
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