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Amazon AWS Certified Advanced Networking Specialty (ANS-C00) Exam
Sample Questions (Q90-Q95):

NEW QUESTION # 90

Youmanage a web service that is used by client applications deployed in 300 offices worldwide. The web service architecture is an
Elastic Load balancer (ELB) distributing traffic across four application servers deployed in an autoscaling group across two
availability zones.

The ELB is configured to use round robin, and sticky sessions are disabled. You have configured the NACLs and Security Groups
to allow port 22 from your bastion host, and port 80 from 0.0.0.0/0. The client configuration is managed by each regional IT team.
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Upon inspection you find that a large amount of requests from incorrectly configured sites are causing a single application server to
degrade. The remainder of the requests are equally distributed across all servers with no negative effects.
‘What should you do to remedy the situation and prevent future occurrences?

A. Update the NACL to only allow port 80 to the application servers from the ELB servers.

B. Mark the affected instance as degraded in the ELB and raise it with the client application team
C. Update the Security Groups to only allow port 80 to the application servers from the ELB.

D. Terminate the affected instance and allow Auto Scaling to create a new instance.

Answer: C

Explanation:

IT guy might route the clients app from one or some offices directly to web service instead of ELB IP address. So C. Configure the
application servers SG only accept the connection with port 80 from ELB is correct. It will block all other traffic from another
source IP, in this case from client applications. Then avoid such issue.

NEW QUESTION # 91

A company's network engineer needs to evaluate and monitor DNS traffic The company uses Amazon Route 53 as the DNS
service for its public hosted zone All DNS queries must be captured for future analysis.

‘What should the network engmneer do to meet these requirements?

A. Use VPC Flow Logs to log information to Amazon CloudWatch Logs Insights about the queries that Route 53 receives
B. Use Route 53 query logging to log information to Amazon CloudWatch Logs about the queries that Route 53 receives
C. Use AWS CloudTrail to log mformation to Amazon CloudWatch Logs Insights about the queries that Route 53 receives
D. Use AWS WAF to log information to Amazon CloudWatch Logs about the queries that Route 53 receives

Answer: D

NEW QUESTION # 92
What number does the binary number 11000000 correspond to? Choose the correct answer:

A0
B.1
C.2
D.3

Answer: D

Explanation:
128+64+0+0+0+0+0+0=192

NEW QUESTION # 93
Which of'the following is true when you don't configure Amazon CloudFront to forward cookies to your origin?

A. CloudFront automates code deployments to any instance.

B. CloudFront caches your objects based on cookie values.

C. CloudFront disables viewer requests to your origin, including all cookies.

D. CloudFront removes the Cookie header from requests that it forwards to your origin.

Answer: D

Explanation:

Ifyou don't configure CloudFront to forward cookies to your origin, CloudFront removes the Cookie header from requests that it
forwards to your origin and removes the Set-Cookie header from responses that it returns to your clients.

Reference:

httpz//docs.aws.amazon.comy AmazonCloudFront/latest/DeveloperGuide/Cookies. html



NEW QUESTION # 94

You operate a production VPC with both a public and a private subnet. Your organization maintains a restricted Amazon S3 bucket
to support this production workload. Only Amazon EC2 instances in the private subnet should access the bucket. You implement
VPC endpoints(VPC-E) for Amazon S3 and remove the NAT that previously provided a network path to Amazon S3. The default
VPC-E policy is applied. Neither EC2 instances in the public or private subnets are able to access the S3 bucket.

‘What should you do to enable Amazon S3 access from EC2 instances in the private subnet?

A. Add the CIDR address range of the private subnet to the S3 bucket policy.
B. Add the VPC-E identifier for the production VPC to endpoint policy.

C. Add the VPC identifier for the production VPC to the S3 bucket policy.
D. Add the VPC-E identified to the S3 bucket policy.

Answer: D

Explanation:
https:/docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-s3. htmb#vpc-endpoints-policies-s3

NEW QUESTION # 95
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