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B #59

Refer to the exhibit.

You are operating an internal network with multiple OSPF routers on the same LAN segment. FGT 3 needs to be added to the
OSPF network and has the configuration shown in the exhibit. FGT 3 is not establishing any OSPF connection.

What needs to be changed to the configuration to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR
election?

o A
e B.
e C.
e D
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The OSPF configuration shown in the exhibit is using the default priority value of 1 for the nterface portl. This means that FGT 3
will participate in the DR/BDR election process with the other OSPF routers on the same LAN segment. However, this is not
desirable because FGT 3 is a new device that needs to be added to the OSPF network without affecting the existing DR/BDR
election. Therefore, to make sure FGT 3 will establish OSPF neighbors without affecting the DR/BDR election, the priority value of
the interface port1 should be changed to 0. This will prevent FGT 3 from becoming a DR or BDR and allow it to form OSPF
adjacencies with the current DR and BDR. Option B shows the correct configuration that changes the priority value to 0. Option A
is incorrect because it does not change the priority value. Option C is incorrect because it changes the network type to point-to-
point, which is not suitable for a LAN segment with multiple OSPF routers. Option D is incorrect because it changes the area ID to
0.0.0.1, which does not match the area ID of the other OSPF routers on the same LAN segment. Reference:
https7/docs.fortinet.convdocument/fortigate/7.0.0/admnistration-guide/358640/basic-ospf-example

ER #60
Refer to the exhibit showing FortiGate configurations

FortiManager VM high availability (HA) is not functioning as expected after being added to an existing deployment.

The admmistrator finds that VRRP HA mode is selected, but primary and secondary roles are greyed out in the GUI The managed
devices never show online when FMG-B becomes primary, but they will show online whenever the FMG- A becomes primary.
What change will correct HA functionality in this scenario?

A. Make the monitored IP to match on both FortiManager devices.

B. Change the priority of FMG-A to be numrerically lower for higher preference

C. Change the FortiManager IP address on the managed FortiGate to 10.3.106.65.

D. Unset the primary and secondary roles in the FortiManager CLI configuration so VRRP will decide who is primary.

Ef#: C

TR

httpsy/community. fortinet.com/tS/FortiManager/ Technical- Tip- FortiManager- VRRP-HA-configuration-in- Azure-Public/ta-
p/267503https://community. fortinet.comvtS/FortiManager/ Technical- Tip- FortiManager-HA- setup-and-troubleshooting/ta-
p/222998

HM #o1

A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not
able to access their website during a sale event. But for clients that were able to connect, the website works fine.

CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and
the bandwidth utilization is under 30%.

Which two options can resolve this situation? (Choose two.)

¢ A. Change the persistence rule to LB PERSIS SSI._SESSID.
¢ B. Disable SSL between the FortiADC and the web servers
e C. Add more web servers to the real server poof



e D. Add a connection-pool to the FortiADC virtual server

Eﬁ: A\ D

P #62

Refer to the exhibit.

A FortiWeb appliance is configured for load balancing web sessions to internal web servers. The Server Pool is configured as
shown in the exhibit.

How will the sessions be load balanced between server 1 and server 2 during normal operation?

A. Server 1 will receive 0% of the sessions Server 2 will receive 100% of the sessions

B. Server 1 will receive 20% of the sessions, Server 2 will receive 66.6% of the sessions
C. Server 1 will receive 33.3% of the sessions, Server 2 will receive 66 6% of the sessions
D. Server 1 will receive 25% of the sessions, Server 2 will receive 75% of the sessions
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M #63
Refer to the exhibit.

An HTTPS access proxy is configured to demonstrate its fimction as a reverse proxy on behalf of the web server it is protecting. It
verifies user identity, device identity, and trust context, before granting access to the protected source. It is assumed that the
FortiGate EMS fabric connector has already been successfully connected.

Youneed to ensure that ZTNA access through the FortiGate will redirect users to the FortiAuthenticator to perform
username/password and multifactor authentication to validate access prior to accessing resources behind the FortiGate.

In this scenario, which two further steps need to be taken on the FortiGate? (Choose two.)

A. Create an authentication scheme with the "method" as SAML.

B. Create an authentication rule that sets the sso-auth-method to the FortiAuthenticator.

C. Create a SAML user/server object referring to the FortiAuthenticator.

D. Create a firewall rule that allows access from the remote endpoint to the resources behind the FortiGate.
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