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What is the function of Level 3 in the Purdue Reference Architecture?
Response:

A. Supervising control loops and process control
B. Processing field device data in real time
C. Managing enterprise-wide data processing and business operations
D. Maintaining data security across the network

Answer: C

NEW QUESTION # 11 
What differentiates a real-time operating system from a standard operating system?

A. User accounts
B. CPU speed
C. Process scheduling
D. Memory usage

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The defining characteristic of a real-time operating system (RTOS) is its process scheduling mechanism (C), which guarantees
deterministic and predictable timing for critical tasks.
Memory usage (A), CPU speed (B), and user accounts (D) are secondary or unrelated to the core distinction.
RTOS uses priority-based or time-constrained scheduling to ensure timely task completion, crucial for ICS environments.
GICSP training emphasizes the importance of real-time scheduling in ICS control devices to meet operational safety and reliability.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
Real-Time Systems Concepts and Scheduling
GICSP Training on Operating System Fundamentals

NEW QUESTION # 12 
What is a primary goal of conducting post-incident analysis in an ICS environment?
Response:

A. To manage financial transactions
B. To determine the root cause of the incident and improve future defenses
C. To reduce system performance
D. To develop new business models

Answer: B

NEW QUESTION # 13 
What is the role of a Distributed Control System (DCS) at Level 2 in an ICS environment?
Response:

A. Managing real-time process control and monitoring
B. Storing large datasets for future analysis
C. Handling external network traffic
D. Conducting business planning and logistics

Answer: A

NEW QUESTION # 14 
What type of attack could target the TCP/IP stack commonly used in ICS networks to disrupt communication?



Response:

A. SQL injection
B. Denial-of-Service (DoS)
C. Cross-site scripting (XSS)
D. Buffer overflow

Answer: B

NEW QUESTION # 15
......
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