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AR #269
In Falcon Cloud Security, how is the distinction between assessed and unassessed items most accurately explained?

e A Assessed items are container images that have been scanned for vulnerabilities, while unassessed itens are those that have
not yet been scanned.

e B. Assessed itens include containers that are in active use, while unassessed itens include archived or inactive containers.

e C. Assessed items have been fully patched, while unassessed items have outdated configurations.
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e D. Assessed items refer to all managed assets, while unassessed itens include only unmanaged assets.
He: A

Y.

Option A: Assessed itens are those, such as container images, that have undergone vulnerability or configuration assessments within
Falcon Cloud Security. Unassessed iters have not yet been scanned, possibly due to configuration, scope, or timing limitations.
Understanding this distinction is critical for prioritizing security tasks.

Option B: The term "assessed" does not equate to being "fully patched.” An item can be assessed and still have vulnerabilities that
need remediation.

Option C: Assessed and unassessed statuses are not related to the activity or archival state of containers. Both active and inactive
containers can be either assessed or unassessed depending on scanning processes.

Option D: Assessed iterms are not synonymous with managed assets; unmanaged iterns can also be assessed if scanned through
external tools or workflows.

EAE #270

Your organization wants to use Falcon Fusion to notify individuals about policy violations related to unapproved container images in
your cloud environment.

‘Which action type should you configure to send notifications to the cloud operations team?

A. Log to Console

B. Send to a Webhook

C. Send Email

D. Execute a Remediation Script

e, C

MH.

Option A: Logging to the console captures the event for internal monitoring but does not serve as an external notification mechanism
for individuals or tearrs.

Option B: While remediation scripts are useful for automating fixes or responses to policy violations, they do not provide direct
notification to individuals. This option is more suitable for technical remediation tasks than communication.

Option C: Sending data to a webhook can integrate Falcon Fusion with third-party systems for notification, but it requires additional
setup and might not notify individuals directly unless configured to forward information to a communication platform like Slack or
Teans.

Option D: "Send Email" is the correct action type to notify individuals about policy violations directly. This option allows you to send
detailed notifications to specific individuals or groups, ensuring they are promptly informed about the violations. Notifications can
include context like policy details, detection metadata, and recommended actions.

A2 #2711
Which of the following best describes the difference between managed and unmanaged itens in the context of Falcon Cloud
Security?

A. Managed itenrs are actively assessed for vulnerabilities, while unmanaged items are not assessed at all.

B. Managed itens are those integrated into the Falcon platform, while unmanaged items are only monitored externally.

C. Managed itens are fully patched systems, while unmanaged itens are systens that have pending updates.

D. Managed itens refer to accounts or containers with CrowdStrike agents installed, while unmanaged itens lack such direct
control.

He:. D

Y.

Option A: The terms managed and unmanaged do not directly relate to the patching status of systens. Both managed and
unmanaged iterrs could be fully patched or have pending updates.

Option B: Managed iterrs refer to accounts or containers where CrowdStrike agents or direct integrations are applied, giving the
Falcon platform control and visibility. Unmanaged iters, by contrast, lack direct integration, meaning the platform can monitor them
but not control them directly. This differentiation is critical for managing risks in hybrid environments.

Option C: Managed and unmanaged itens are not defined by their vulnerability assessment status. Even unmanaged iters can be
assessed for risks through other tools or indirect integrations.



Option D: While managed ites are integrated into the Falcon platform, unmanaged itens are not merely "externally monitored." The
key distinction lies in the presence or absence of direct CrowdStrike agent or integration.

HEE #272
Which of the following actions can be included in a custom Falcon Fusion workflow to notify individuals about a cloud-related
detection?

A. Send an email notification

B. Automatically deploy a remediation script to affected cloud instances
C. Post a message in a public Falcon Commumity forum

D. Update a third-party ticketing system via webhook

HE: A

Y.

Option A: While this action is technically possible using Falcon Fusion, it does not involve direct notification to individuals. Instead, it
updates an external system, such as a ticketing tool like Jira or ServiceNow. This action complements notifications but does not
replace them.

Option B: While Falcon Fusion workflows can trigger certain automated actions, deploying remediation scripts directly to cloud
instances would fall outside its primary scope. Falcon Fusion focuses on notification and orchestration, not executing scripts on
mstances directly. Users can integrate remediation via third-party tools connected to the workflow.

Option C: Falcon Fusion workflows support the ability to send email notifications as part of custom workflows. This is particularly
useful for notifying individuals or tearms about specific cloud-related detections, such as potential security breaches or compliance
violations. Email notifications are configurable and allow for timely communication.

Option D: Falcon Fusion workflows are designed for private, secure notifications within the organization or integrated systens.
Posting in a public forum would not align with security and confidentiality best practices.

A2 #273
Youare tasked with manually scanning container images for vulnerabilities using the CrowdStrike Falcon command-line tool
Which command correctly initiates the scan?

A. falcon container-scan --registry <registry urt> --image <image tag>
B. falconctl scan --type image --file <image file>

C. falconctl image-scan --scan-path <path_to_image>

D. falcon image-scan --repository <repository url> --image <image tag>

2
m

SH: D

ME:

Option A: The falcon container-scan command is not a valid command in the CrowdStrike Falcon CLI. The correct command for
scanning images is falcon image-scan.

Option B: The falconct] command is used for managing endpoint agents, not for scanning container images. The --type image and --
file flags are not valid in this context.

Option C: While falconctl is a valid tool, the --scan-path flag and image-scan subcommand do not exist. Image scanning requires
specifying the repository and image tag, not a file path.

Option D: This command follows the proper syntax to manually scan container images using the CrowdStrike Falcon command- line
tool. It specifies the repository URL and image tag, which are required parameters for the scan.

EE #274
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