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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

e Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
) topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex muilti-
Topic 1 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing

Topic 2
ope branch configurations and utilizing overlay templates to streamline network management.
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¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

Topic 3
o WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,

Topic 4 o R i o :
P routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the

Topic 5
opre SD-WAN infrastructure.,

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q57-Q62):

NEW QUESTION # 57
When you use the command diagnose sys session list, how do you identify the sessions that correspond to traffic steered according
to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the flag vwl.

B. You identify sessions steered according to SD-WAN rules with the data vwl mbr_seq.

C. You identify sessions steered according to SD-WAN rules with the data sdwan_service id.
D. You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

Answer: C

Explanation:
The sdwan_service id field in the output of diagnose sys session list indicates that the session was selected based on an SD-WAN
rule, allowing admmnistrators to trace which SD-WAN service (rule) steered the traffic.

NEW QUESTION # 58

Refer to the exhibits. An administrator is testing application steering in SD-WAN. Before generating test traffic, the admnistrator
collected the information shown in the first exhibit. After generating GoToMeeting test traffic, the administrator examined the
corresponding traffic log on FortiAnalyzer, which is shown in the second exhibit.

The admmnistrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why some log messages show that the traffic matched the implicit SD- WAN rule? (Choose two.)



SD-WAN service details F : : : H T I n E T

branch_fgt # diagnose sys sdwan serviced

Service(l): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(l->65535):dst(1->65535), Mode
(manual)
Members (2) :
1: Seq num(l portl underlay), alive selected
2: Seq num(2 port2 underlay), alive selected
Application Control(3): Microsoft.Portal (4146%9,0) Salesforce(16920,0)
Collaboration (0, 28)
Src address(l):
10.0.1.0-10.0.1.255

Service(2): Address Mode (IPV4) flags=0x4200 use-shogfcutssla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): srcfl-2635535) :dst (1->65535), Mode
(manual)
Members (1) :
1: Seq num(2 port2 underlay)} ‘alive selected
Application Control (3) y»Bacebook (15632,0) LinkedIn(16331,0) Game(0,8)
Src address (1) :
10.0.1.0-10.0.1.255

branch_fgt # d.a.agn:oab sys sdwan internet-service-app-ctrl-list
List App gtxl nhﬂabase Entry(IPv4) in Kernel:

Max_App Ctrl Size=32768 Num App Ctrl Entry=6

Microsoft.Portal (41469 28): IP=184.27.181.201 €& 443
MSN.Game (16135 8): IP=13.107.246.36 ©& 443

Salesforce (16920 29): IP=23.205.255.92 6 443
GoToMeeting (16354 28): IP=23.205.106.86 6 443
GoToMeeting (16354 28): IP=23.212.249.144 € 443
Facebook (15832 23): IP=31.13.80.36 © 443

branchl_fgt # get router info routing-table all

g* 0.0.0.0/0 [1/0] wia 1592.2.0.2, portl, [1/0]
[1/0) via 192.2.0.10, port2, [1/0)

GoToMeeting traffic log on FortiAnalyz

Service Application Security Event List SD-W

= 23.212 248 205 wiGoToMeeting APP - -
182320510686 HTTPS # GoToMeeting AFPF 2 Crtical-DIA port1
112320510686 HTTPS wGoToMeeting AP 2, + (T\ Y Criical.Din portt
192320510686 HTTPS g GoToMeeti Critical-DIA port1
™ 23212 249 144 HTTPS U%Tnm‘:& Critical-DIA porti
™i23212.249.144 HTTPS APE 2 Critical-DIA port1
23212249144 HTTPS llniing APE 2 port2

L823.205.106.86 HTIP

w

4 GoToMeeting APE 2 port2




- Security
App Count e
Level notice

- General
Log ID 0000000013

Session ID 769
Tran Display snat
Virtual Domain root

Source
Country Reserved

Device ID FGVM(J”M??QQQQ?.?
Device Name branch1_fgt{

IP 1(10;:1'{0? '

Interface )

Interface Role “undefined
NAT IP 192209
NATPort 51042

« Rort 51042

*" Source 10.0.1.101

UEBA EndpointID 1025
UEBA User ID 3

- Destination _
Country United States

End User ID 3

Endpoint ID 101
Host Name www.gotomeeting.com

P W 23.212.248.205
Interface port2

F:=RTINE

e A. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting
¢ B. Full SSL inspection is not enabled on the matching firewall policy.

e C. FortiGate could not refresh the routing information on the session after the application was detected.

¢ D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: A,D

Explanation:

Ifthe 3-tuple (source IP, destination IP, protocol) doesn't match any ISDB cache entries, FortiGate cannot apply an app-based
SD-WAN rule, so it falls back to the implicit rule.

The SD-WAN service does not include GoToMeeting (App ID 16354) in any rule, so the traffic doesn't match the configured SD-
WAN rules and defaults to the implicit rule.

NEW QUESTION # 59

You have a FortiGate configuration with three user-defined SD-WAN zones and two members in each of these zones. One SD-
WAN member is no longer in use in health-check and SD-WAN rules. You want to delete it.

What happens if you delete the SD-WAN member from the FortiGate GUI?

¢ A FodiGate accepts the deletion and removes routes as required.

e B. FortiGate accepts the deletion and places the member in the default SD-WAN zone.

e C. FortiGate displays an error message. SD-WAN zones must contain at least two members

e D. FortiGate displays an error message. You must use the CLI to delete an SD-WAN member.



Answer: A

NEW QUESTION # 60
Refer to the exhibits.
Exhibit A
# Create Mew | B4 Eda | | I Delete
O Heme: | Type = Outgoing Interface
O wusivem e e
P Template Branch_(Pree_2
(i () [
[ Hame: - = Typee 2 _uummmm
O wuetvens stk 05821
Exhibit B
invalid template assignment - conflicting template \_fhment scope: device branchl fgt. wvdom root. X
_dipsec template [Branch IPsec ]..lland Branch IP
-

Exhibit A shows two IPsec templates to define BranchIPsec 1 and Branch IPsec 2. Each tenplate defines a VPN tunnel.
Exhibit B shows the error message that FortiManager displayed when the administrator tried to assign the second template to the
FortiGate device.

Which statement best explain the cause for this issue?

A. You can assign only one template with a tunnel of type static to each FortiGate device.

B. You should review the branchl _fgt configuration for the already configured tunnel with the name HUB1-VPN2.
C. You can define only one IPsec tunnel from branch devices to HUBI.

D. You can assign only one IPsec template to each FortiGate device.

Answer: D

Explanation:
One Tenplate per FortiGate Device, you have muiltiple tunnels inside the template.

NEW QUESTION # 61
Refer to the exhibits.



Ping result

root@branchl-client-clid ping facebook.com

FING facebook.com (157.240.19.3%5) S£(84) bytes of data.

€4 bytes from edge-star-mini-shv-01-diwS.facebook.com (157.240.19.35): ilcep_seqel ttl=S5f time=13.4 ms
&4 bytes from edge-star-mini-shv-01-diwsS.facebook.com (157.240.19.35): icmp_seq=2 ttl=5€ time=132.5 ms
€4 bytes from sdge-star-mini-shv-0l-dfwS.facebook.com (157.240.19.35): icap_segq=) ttl=56 time=32.5 ms
€4 bytes from edge-star-mini-shv-01-dfwS.facebook.com (157.240.19.35): lomp_seqed ttl=5é time=11.6 me

Diagnose output

branchl_fgt # diagnose firewall proute 1isc
list route policy info(vi=root)i

id=1{0x01) decp_tag=Oxfc Oxfc flage=0x0 tos=0x00 tos_mask=0x00 protocol=0 port=arc(0->0)tdst(0->0) 1if=0{any)
path(l): oif=21(HUBL-VPN2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(ld: 10.1.0.7/255.255.255.255

hit_count=0 rule_last_used=2025-01-0& 00:41:44

1d=2130903041 (0x7£030001) wul_ service=l (Critical-DIA) wwl mbr seq=l 2 dscp_tag-Oxfec Oxf 0 toa=0x00
tos_mask=0x00 protocol=0 porte=arc(0=->0):dat(0=->0) 1if=0(any)

path(2): olf=3{portl), olf=d(portl) o

source(1): 10.0.1.0-10.0.1.255%

destination wildcardil)s: 9.0.0.0/0.0.0.0

application coatrol(2): Salesforce(169520,0) Microsoft.Portal (41469,0)
hit_count=13 rule_last_used=2025-01-06& 01155112 AR

L Oxl# i C . "- Oxi E
1d=2130903043(0x7£030001) wwl_service=] (Corp) wwil _sbr seq= dacp_tag=Uxfc Oxic aga=0UxU toa=Uxl

tos_mask=0x00 protocol=] port=src({0=3>0) 1dst (0-30) Lif=0

path(6): olf=20(HUB1-VPN1), olf=21(HUB]1-VPN2), olif=2 o 3), olf=2)(HUB2-VFN1), olif=24 (HUB2-VFN2),
olf=25 (HUB2-VPN])

source(1): 10.0.1.0-10.0.1.255

destination{l)sr 10.0.0.0-10.255.255.255

hit_count=0 rule_last_used=1025-01-06 0

1d=2130903045 (0x7£030005) '\-‘Hl_‘ r

source (1):
destination(l):
hit_count=27 r

branchl_fgt # diagnose sys sdwan internet-ssrvice-app-ctrl-list
List App Ctrl Database Entry(IPvd) in Kernal:

Hax_ﬁp-;-_':::l_sut-!i‘ﬂﬁ Nus App_Ctrl Entry=-8
Facebook (15832 23): IP=157.240.19.35 & 441
Addicting.Games (30156 B): IP=172.64.80.1 €& 441
Microsoft.Portal (41469 28): IP=184.27.181.201 & 441
LinkedIn(1€331 23): IP=13.107.42.14 € 443

MSN.Game (16135 8): IP=13.107.246.35 & 443
Saleaforce (16920 29): IP=23.222.17.73 & 442
Saleaforce (16920 29): 1P=23,.222.17.76& & 441

Facebook (15832 23): IP=31.13.80.36 & 44)

You connect to a device behind a branch FortiGate device and initiate a ping test. The device is part of the LAN subnet and its IP
address is 10.0.1.101.
Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?

e A portd
e B. port2
e C.HUBI-VPNI1
e D. portl

Answer: D

NEW QUESTION # 62
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