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Fortinet FCSS_LED AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.

Topic 1

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on

Topic 2
ope FortiAuthenticator.

o Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,

Topic 3
opE dynamic VLAN, and VLAN pooling,

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring

Topic 4
ol tools for wireless connectivity.
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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q66-Q71):

NEW QUESTION # 66

When configuring a FortiSwitch trunk port, which actions are needed?
(Choose two)

Response:

A. Set native VLAN 1D

B. Enable RSTP

C. Specify allowed VLANs
D. Disable LLDP

Answer: A,C

NEW QUESTION # 67
What is the default trunking protocol supported by FortiSwitch?
Response:

e A 802.1Q
e B.LACP
e C.VIP
e D.STP

Answer: A

NEW QUESTION # 68
Refer to the exhibits.



FortiGate VLAN AP settings

config system interface
editc "APa"

set vdom “root"™
sec ip 10.10.100.254 255.255.255.0
set allowaccess ping
set alias "AP Managementc”™
set device-identification enable
set role lan
set anmp-index 118
set ip-managed-by-fortiipam disable
se¢t interface "fortilink”™
set wvlanid 100

DHCP configuration

config systesf dNcp server
edit T
acins-service defaulc
et defaulc-gateway 10.10.100.254
set netmask 255.255.255.0
set interface "AFa™
config 1p-range
edic 1
pet start-ip 10,.10.100.1
set end-ip 10.10.100.253

“RTIRET
end

FortiSwitch port1 VLAN AP assig

config swictch-controller managed-switch
edit "ForciSwitch"™
set an "S5224EPTF1900601&"
set faw-wanl-peer "fortilink®™
sec faw-wanl-admin enable
set poe-detection-type 2
ser wversiom 1
set max-allowed-trunk-members’ B
Set pre-provisioned 1l
ser dynamic-capability. Oxd00000000000000155102775TAddLLLT
config ports
edit "porcl®
set pie-~capable 1
set wlan "APFa"
Set allowed-vlans "VLANLO2® "VLANLIOL® “"quarantine™
set untagged-vlans "guarantine®™
SeT eXporc-to "rooc®
set mac-addr 04:d5:90:35:7d:8e
next

A FortiSwitch is successfully managed by a FortiGate. FortiAP is connected to port] of the managed FortiSwitch. On FortiGate,
the VLAN AP is configured to detect and manage FortiAP, along with a DHCP server for the VLAN AP. Additionally, the VLAN
AP is assigned to portl of FortiSwitch. However.

FortiGate is unable to detect or manage FortiAP.

Which FortiGate misconfiguration is preventing the detection of FortiAP?

e A. The CAPWAP ports (UDP 5246 and 5247) are not open on FortiGate.
¢ B. The VLAN is not tagged correctly on the FortiSwitch uplink port.
e C. The FortiAP firmware is incompatible with the FortiGate firmware version.



e D. Security Fabric is disabled in the admmistrative access options of the VLAN.
Answer: D

Explanation:

From the exhibits:

* Interface"APs'"is a VLAN sub-interface onfortilinkwith IP10.10.100.254/24and a DHCP server scope
10.10.100.1-10.10.100.253.

* This VLAN is assigned toportlon the managed FortiSwitch for FortiAPs.

* The interface config showsonly allowaccess ping-Security Fabric Connection is not enabled.

In LAN Edge designs, FortiAPs connected through FortiSwitch are discovered and managed asLAN edge devices of the Security
Fabric. FortiOS documentation states that FortiAPs and FortiSwitches appear in the Fabric topologyonly when connected on an
interface with Security Fabric Connection enabled.

Ifthe VLAN/AP management interface lacksSecurity Fabric Connection:

* FortiGate does not treat that network as aFabric connection segment.

* CAPWARP discovery from FortiAPs on that VLAN will not result in the AP being onboarded and shown for management.
Therefore the key misconfiguration is:

#A - Security Fabric is disabled on the VLAN interface used for AP management.

Why the others are not the root cause:

* B. Firmware incompatibility- would usually show as a "Managed (upgrade required)" or similar status after discovery, not
complete non-detection. The scenario specifically points to a configuration issue, not firmware.

* C. VLAN not tagged correctly on uplink- The FortiSwitch uplink to FortiGate is the FortiLink trunk, and the VLAN sub-interface
APs s already bound to fortilink, so tagging on the uplink is correct by definition.

* D. CAPWARP ports not open- CAPWAP (UDP 5246/5247) is termmated locally on FortiGate and does not depend on any
firewall policy; these ports are open on the FortiGate itself by default.

NEW QUESTION # 69
You configure FortiAuthenticator syslog to a remote FortiAnalyzer. What additional feature becomes available with this integration?
Response:

A. Certificate Authority Management
B. Log Analytics and Reports

C. Local Authentication Proxy

D. RADIUS Dictionary Customnization

Answer: B

NEW QUESTION # 70
Refer to the exhibit, which shows the WTP profile configuration.



WTP profile configuration

config wireless-controller wtp-profile
edit "S231F¢
zonfig placform
Set type 231F
end
set handoff-rssi 30
set handoff-sta-thresh 3

set wids-profile jefault-wids-apsacan-enakbled"®

set wids-profile "default-wids-apscan-enabled"”

set darrp enable

F HTInE profile "arrp-defaultc®
- 1L ~all manual

sSet vaps "Student w

1
set channel "36" "44% =52"

set mode disabled

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area.

The first AP has 32 clients associated with the 5 GHz radios and 22 clients associated with the

2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.

A dual-band-capable client enters the area near the first AP and the first AP measures the new client at -33 dBm signal strength. The
second AP measures the new client at -43 dBm signal strength.

Ifthe new client attempts to connect to the StudentO1 wireless network, which AP radio will the client be associated with?

A. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower mnterference.

B. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.
C. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.

D. The first AP 5 GHz interface because it has a stronger signal.

Answer: B

Explanation:

The profile is configured for client load balancing with a handoff threshold of 30 clients and a handoff RSSI of 30. The first AP's 5
GHz radio already exceeds the threshold with 32 clients, so when a new client arrives, that overloaded AP will avoid replying if the
client has sufficient signal at another AP. The second AP measures the client at -43 dBm, which is strong enough to satisfy the
alternate- AP handoff condition, so the client is directed there. Because the client is dual-band capable and the profile applies handoff
based on 5 GHz signal suitability, the client associates to the second AP's 5 GHz radio.

NEW QUESTION # 71
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