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il RE #358

A company needs to move data froman Amazon EC2 instance to an Amazon S3 bucket. The company must ensure that no API
calls and no data are routed through public internet routes. Only the EC2 instance can have access to upload data to the S3 bucket.
‘Which solution will meet these requirements?

¢ A. Run the nslookup tool from inside the EC2 instance to obtain the private IP address of the S3 bucket's service API
endpoint. Create a route in the VPC route table to provide the EC2 mstance with access to the S3 bucket. Attach a resource
policy to the S3 bucket to only allow the EC2 instance's JAM role for access.

¢ B. Create a gateway VPC endpoint for Amazon S3 in the Availability Zone where the EC2 instance is located. Attach
appropriate security groups to the endpoint. Attach a resource policy lo the S3 bucket to only allow the EC2 instance's [AM
role for access.

¢ (. Create an interface VPC endpoint for Amazon S3 in the subnet where the EC2 instance is located.
Attach a resource policy to the S3 bucket to only allow the EC2 instance's IAM role for access.

e D. Use the AWS provided, publicly available ip-ranges.json tile to obtain the private IP address of the S3 bucket's service
API endpoint. Create a route in the VPC route table to provide the EC2 instance with access to the S3 bucket. Attacha
resource policy to the S3 bucket to only allow the EC2 instance's IAM role for access.

ER: C
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(https”//aws.amazon.com/blogs/security/how-to-restrict-amazon-s3-bucket-access-to-a-specific-iam-role/)

R #359
Over which of the following Ethernet standards does AWS Direct Connect link your internal network to an AWS Direct Connect
location?

A. Twisted pair cable

B. Single mode fiber-optic cable
C. Multi-mode fiber-optic cable

D. Shielded balanced copper cable

EX: B

BB«

Explanation/Reference:

Explanation:

AWS Direct Connect links your internal network to an AWS Direct Connect location over a standard 1 gigabit or 10 gigabit
Ethernet single mode fiber-optic cable.

http:/docs.aws.amazon.convdirectconnect/latest/UserGuide/ Welcome. html

i RE #360

You have deployed a web application targeting a global audience across multiple AWS Regions under the domain
name.example.com. You decide to use Route53 Latency-Based Routing to serve web requests to users from the region closest to
the user. To provide business continuity in the event of server downtime you configure weighted record sets associated with two
web servers in separate Availability Zones per region. Dunning a DR test you notice that when you disable all web servers in one of
the regions RouteS3 does not automatically direct all users to the other region. What could be happening? {Choose 2 answers)

e A. Youdid not setup an HTIP health check tor one or more of the weighted resource record sets associated with me
disabled web servers.

B. You did not set "Evaluate Target Health" to ""Yes" on the latency alias resource record set associated with example com in
the region where you disabled the servers.

C. The value of the weight associated with the latency alias resource record set in the region with the disabled servers is higher
than the weight for the other region.

D. One of'the two working web servers in the other region did not pass its HTIP health check.

E. Latency resource record sets cannot be used in combination with weighted resource record sets.

ZR: AB
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How Health Checks Work in Complex Amazon Route 53 Configurations

Checking the health of resources in complex configurations works much the same way as in simple configurations. However, in
complex configurations, you use a combination of alias resource record sets (including weighted alias, latency alias, and failover alias)
and nonalias resource record sets to build a decision tree that gives you greater control over how Amazon Route 53 responds to
requests.

For more nformation, see How Health Checks Work in Simple Amazon Route 53 Configurations.

For example, you might use latency alias resource record sets to select a region close to a user and use weighted resource record
sets for two or more resources within each region to protect against the failure of a single endpoint or an Availability Zone. The
following diagram shows this configuration.

Here's how Amazon EC2 and Amazon Route 53 are configured:

You have Amazon EC2 instances in two regions, us-east-1 and ap-southeast-2. You want Amazon Route

5 3 to respond to queries by using the resource record sets in the region that provides the lowest latency for your customers, so you
create a latency alias resource record set for each region.

(You create the latency alias resource record sets after you create resource record sets for the individual Amazon EC2 instances.)
Within each region, you have two Amazon EC2 instances. You create a weighted resource record set for each instance. The name
and the type are the same for both of the weighted resource record sets in each regjon.

‘When you have muiltiple resources in a region, you can create weighted or failover resource record sets for your resources. You can
also create even more complex configurations by creating weighted alias or failover alias resource record sets that, in turn, refer to
multiple resources.

Each weighted resource record set has an associated health check. The IP address for each health check matches the I P address
for the corresponding resource record set. This isn't required, but it's the most common configuration.

For both latency alias resource record sets, you set the value of Evaluate Target Health to Yes.

You use the Evaluate Target Health setting for each latency alias resource record set to make Amazon Route 53 evaluate the health
of the alias targets-the weighted resource record sets-and respond accordingly.

The preceding diagram illustrates the following sequence of events:

Amazon Route 53 receives a query for example.com Based on the latency for the user making the request, Amazon Route 53
selects the latency alias resource record set for the us-east-1 region.

Amazon Route 53 selects a weighted resource record set based on weight. Evaluate Target Health is Yes for the latency alias
resource record set, so Amazon Route 53 checks the health of the selected weighted resource record set.

The health check failed, so Amazon Route 53 chooses another weighted resource record set based on weight and checks its health.
That resource record set also is unhealthy.

Amazon Route 53 backs out of that branch of the tree, looks for the latency alias resource record set with the next-best latency, and
chooses the resource record set for ap-southeast-2.

Amazon Route 53 again selects a resource record set based on weight, and then checks the health of the selected resource record
set . The health check passed, so Amazon Route 53 returns the applicable value in response to the query.

‘What Happens When You Associate a Health Check with an Alias Resource Record Set?

You can associate a health check with an alias resource record set instead of or in addition to setting the value of Evaluate Target
Health to Yes. However, it's generally more useful if Amazon Route 53 responds to queries based on the health of the underlying
resources- the HTTP servers, database servers, and other resources that your alias resource record sets refer to. For example,
suppose the following configuration:

You assign a health check to a latency alias resource record set for which the alias target is a group of weighted resource record
sets.

You set the value of Evaluate Target Health to Yes for the latency alias resource record set.

In this configuration, both of the following must be true before Amazon Route 53 will return the applicable value for a weighted
resource record set:

The health check associated with the latency alias resource record set must pass.

At least one weighted resource record set must be considered healthy, either because it's associated with a health check that passes
or because it's not associated with a health check. In the latter case, Amazon Route 53 always considers the weighted resource
record set healthy.

Ifthe health check for the latency alias resource record set fails, Amazon Route 53 stops responding to queries using any of the
weighted resource record sets in the alias target, even if they're all healthy.

Amazon Route 53 doesn't know the status of the weighted resource record sets because it never looks past the failed health check
on the alias resource record set.

‘What Happens When You Omit Health Checks?

In a complex configuration, it's important to associate health checks with all of the non-alias resource record sets. Let's return to the
preceding example, but assume that a health check is missing on one of the weighted resource record sets in the us-east-1 region:

Here's what happens when you omit a health check on a non-alias resource record set in this configuration:

Amazon Route 53 receives a query for example.com Based on the latency for the user making the request, Amazon Route 53
selects the latency alias resource record set for the us-east-1 region.

Amazon Route 53 looks up the alias target for the latency alias resource record set, and checks the status of the corresponding



health checks. The health check for one weighted resource record set failed, so that resource record set is omitted from
consideration.

The other weighted resource record set in the alias target for the us-east-1 region has no health check.

The corresponding resource might or might not be healthy, but without a health check, Amazon Route 53 has no way to know.
Amazon Route 53 assummes that the resource is healthy and returns the applicable value in response to the query.

‘What Happens When You Set Evaluate Target Health to No?

In general, you also want to set Evaluate Target Health to Yes for all of the alias resource record sets.

In the following example, all of the weighted resource record sets have associated health checks, but Evaluate Target Health is set to
No for the latency alias resource record set for the us-east-1 region:

Here's what happens when you set Evaluate Target Health to No for an alias resource record set in this configuration:

Amazon Route 53 receives a query for example.com Based on the latency for the user making the request, Amazon Route 53
selects the latency alias resource record set for the us-east-1 region.

Amazon Route 53 determines what the alias target is for the latency alias resource record set, and checks the corresponding health
checks. They're both failing,

Because the value of Evaluate Target Health is No for the latency alias resource record set for the us-east-1 region, Amazon Route
53 must choose one resource record set in this branch instead of backing out of the branch and looking for a healthy resource
record set in the ap-southeast-2 region.

R #361

A company is migrating on-premises databases to AWS. The conmpany's backend application produces a large amount of database
queries for reporting purposes, and the company wants to offload some of those reads to Read Replica, allowing the primary
database to continue performng efficiently.

Which AWS database platforms will accomplish this? (Select TWO.)

A. Amazon DynamoDB

B. Amazon RDS for Oracle

C. Amazon RDS for MariaDB

D. Amazon RDS for Microsoft SQL Server
E. Amazon RDS for PostgreSQL

Z%:. BE
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A company recently launched a new product that is highly available in one AWS Region The product consists of an application that
runs on Amazon Elastic Container Service (Amazon ECS), apublic Application Load Balancer (ALB), and an Amazon DynamoDB
table. The company wants a solution that will make the application highly available across Regions.

‘Which combination of steps will meet these requirements? (Select THREE.)

¢ A. Modify the DynamoDB table to create a DynamoDB global table.

¢ B. Modify the DynamoDB table to create global secondary indexes (GSIs).

¢ C. Inthe same Region, deploy the application to an Amazon Elastic Kubernetes Service (Amazon EKS) cluster that is
accessible through a new ALB.

e D. Create an Amazon Route 53 failover record.

e E. Create an AWS PrivateLink endpoint for the application.

e F. Ina different Region, deploy the application to a new ECS cluster that is accessible through a new ALB.

ZR: ADF

fE R A -

To make the application highly available across regions:

Deploy the application in a different region using a newECS clusterand ALBto ensure regional redundancy.

UseRoute 53 failover routingto automatically direct traffic to the healthy region in case of failure.

UseDynamoDB Global Tablesto ensure the database is replicated and available across multiple regions, supporting read and write
operations in each region.

Option D (EKS cluster in the same regjon): This does not provide regional redundancy.

Option E (Global Secondary Indexes): GSIs improve query performance but do not provide multi-region availability.

Option F (PrivateLink): PrivateLink is for secure communication, not for cross-region high availability.

AWS References:



DynamoDB Global Tables
Amazon ECS with ALB
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