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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q22-Q27):

NEW QUESTION # 22
Which two actions should an administrator take to vide Compromised Hosts on FortiAnalyzer?
(Choose two.)

A. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

B. Make sure all endpoints are reachable by FortiAnalyzer.

C. Enable device detection on the FotiGate device that are sending logs to FortiAnalyzer.

D. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to fortiAnalyzer.

Answer: C,D

Explanation:

To view Compromised Hosts on FortiAnalyzer, certain configurations need to be in place on both FortiGate and FortiAnalyzer.
Compromised Host data on FortiAnalyzer relies on log information from FortiGate to analyze threats and compromised activities
effectively.

Option A: Enable device detection on the FortiGate devices that are sending logs to FortiAnalyzer Enabling device detection on
FortiGate allows it to recognize and log devices within the network, sending critical information about hosts that could be
compromised. This is essential because FortiAnalyzer relies on these logs to determine which hosts may be at risk based on
suspicious activities observed by FortiGate. This setting enables FortiGate to provide device-level mnsights, which FortiAnalyzer uses
to populate the Compromised Hosts view.

Option B: Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer Web
filtering is crucial in identifying potentially compromised hosts since it logs any access to malicious sites or blocked categories.
FortiAnalyzer uses these web filter logs to detect suspicious or malicious web activity, which can indicate compromised hosts. By
ensuring that FortiGate sends these web filtering logs to FortiAnalyzer, the administrator enables FortiAnalyzer to analyze and
identify hosts engaging in risky behavior.

NEW QUESTION # 23
‘When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
B. Incidents must be acknowledged before they can be analyzed.

C. The status of the incident is always linked to the status of the attach event.

D. You can manually attach generated reports to incidents.

Answer: D

Explanation:

In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.

NEW QUESTION # 24
Which two statements about exporting and importing playbacks are true? (Choose two.)

A. A playbook that was disabled when it was exported mil be disabled when it is imported.

B. You can export only one playbook at a time.

C. Playbooks can so imported 10 a different FortiAnayzer device, but only if the connectors already exist
D. You can import a playbook even if there is another one win the same name in the destination

Answer: B,D

NEW QUESTION # 25
Exhibit. What can you conclude from this output?



A. Archive logs are using more space than analytic logs.
B. The allocated disk quote to ADOMI is 3 GB.

C. FGT B is the Security Fabric root.

D. There is not disk quota allocated to quarantining files.

Answer: B

Explanation:

The exhibit displays a diagnose log device output on a FortiAnalyzer, showing details about disk space usage and quotas for
different FortiGate devices and ADOMs (Administrative Domains).

Here's a breakdown ofkey details:

Disk Quota for Quarantined Files:

The output includes columns labeled for used space in categories such as "logs," "quarantine,"

"content," and "DB." For each device, the quarantine column consistently shows 0.0KB used, indicating that there is no disk quota
allocated or utilized for quarantining files.

NEW QUESTION # 26
Exhibit.
FAL P diagno=s fartilogead lograte
last 0 seconds: 6.8, last 30 svconuaSy ¥ 32.1, last 6l agconos; 133.3

FAZ # diagnuose forlllogd mageom\lke

laat 5 aeconda: 1.4, &0 asconda: 1.6

What can you conclude about the output?

A. The output is ADOM specific

B. There are more traffic logs than event logs.

C. Both messages and logs are almost finished indexing,

D. The message rate being lower that the log rate is normal.

Answer: D

Explanation:

In this output, we see two diagnostic commands executed on a FortiAnalyzer device:

* diagnose fortilogd lograte: This command shows the rate at which logs are being processed by the FortiAnalyzer in terns of log
entries per second.

* diagnose fortilogd nsgrate: This command displays the message rate, or the rate at which individual messages are being processed.
The values provided in the exhibit output show:

* Log rate (lograte): Consistently high, showing values such as 70.0, 132.1, and 133.3 logs per second over different time intervals.
* Message rate (msgrate): Lower values, around 1.4 to 1.6 messages per second.

Explanation:

* Interpretation of log rate vs. message rate: In FortiAnalyzer, the log rate typically refers to the rate of logs being stored or indexed,
while the message rate refers to individual messages within these logs.

Given that a single log entry can contain mutltiple messages, it's common to see a lower message rate relative to the log rate.

* Understanding normal operation: In this case, the message rate being lower than the log rate is expected and typical behavior. This
discrepancy can arise because each log entry may bundle muiltiple related messages, reducing the message rate relative to the log
rate.

Conclusion

* Correct Answer: A. The message rate being lower than the log rate is normal.

* This aligns with the normal operational behavior of FortiAnalyzer in processing logs and messages.

There is no indication that both logs and messages are nearly finished indexing, as that would typically show diminishing rates toward
zero, which is not the case here. Additionally, there's no information in this output about specific ADOMs or a comparison between
traffic logs and event logs. Thus, options B, C, and D are incorrect.



References:
FortiOS 7.4.1 and FortiAnalyzer 7.4.1 command guides for diagnose fortilogd lograte and diagnose fortilogd msgrate.
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